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Summary

CVE CVE-1999-0040

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 1997-05-01 04:00:00 UTC

Updated 2022-08-17 07:15:00 UTC

Description Buffer overflow in Xt library of X Windowing System allows local users to execute commands with root privileges.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Bsdi Bsd Os 2.0 All All All

Operating System Bsdi Bsd Os 2.0.1 All All All

Operating System Bsdi Bsd Os 2.1 All All All

Operating System Bsdi Bsd Os 2.0 All All All

Operating System Bsdi Bsd Os 2.0.1 All All All

Operating System Bsdi Bsd Os 2.1 All All All

Operating System Freebsd Freebsd 1.1.5.1 All All All

Operating System Freebsd Freebsd 2.0 All All All

Operating System Freebsd Freebsd 1.1.5.1 All All All

Operating System Freebsd Freebsd 2.0 All All All

Operating System Hp Hp-ux 10.00 All All All

Operating System Hp Hp-ux 10.01 All All All

Operating System Hp Hp-ux 10.08 All All All

Operating System Hp Hp-ux 10.09 All All All

Operating System Hp Hp-ux 10.10 All All All

Operating System Hp Hp-ux 10.16 All All All

Operating System Hp Hp-ux 10.20 All All All
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Operating System Hp Hp-ux 10.24 All All All

Operating System Hp Hp-ux 10.30 All All All

Operating System Hp Hp-ux 10.34 All All All

Operating System Hp Hp-ux 9.00 All All All

Operating System Hp Hp-ux 9.01 All All All

Operating System Hp Hp-ux 9.10 All All All

Operating System Hp Hp-ux 10.00 All All All

Operating System Hp Hp-ux 10.01 All All All

Operating System Hp Hp-ux 10.08 All All All

Operating System Hp Hp-ux 10.09 All All All

Operating System Hp Hp-ux 10.10 All All All

Operating System Hp Hp-ux 10.16 All All All

Operating System Hp Hp-ux 10.20 All All All

Operating System Hp Hp-ux 10.24 All All All

Operating System Hp Hp-ux 10.30 All All All

Operating System Hp Hp-ux 10.34 All All All

Operating System Hp Hp-ux 9.00 All All All

Operating System Hp Hp-ux 9.01 All All All

Operating System Hp Hp-ux 9.10 All All All

Operating System Ibm Aix 3.2 All All All

Operating System Ibm Aix 4.1 All All All

Operating System Ibm Aix 4.2 All All All

Operating System Ibm Aix 3.2 All All All

Operating System Ibm Aix 4.1 All All All

Operating System Ibm Aix 4.2 All All All

Operating System Nec Asl Ux 4800 64 All All All

Operating System Nec Asl Ux 4800 64 All All All

Operating System Nec Ews-ux V 4.2 All All All

Operating System Nec Ews-ux V 4.2mp All All All

Operating System Nec Ews-ux V 4.2 All All All

Operating System Nec Ews-ux V 4.2mp All All All

Operating System Nec Up-ux V 4.2mp All All All

Operating System Nec Up-ux V 4.2mp All All All

Operating System Sgi Irix 4.0 All All All

Operating System Sgi Irix 5.0 All All All

Operating System Sgi Irix 5.3 All All All
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Operating System Sgi Irix 5.3 All All All

Operating System Sgi Irix 6.0 All All All

Operating System Sgi Irix 6.1 All All All

Operating System Sgi Irix 6.2 All All All

Operating System Sgi Irix 6.3 All All All

Operating System Sgi Irix 6.4 All All All

Operating System Sgi Irix 4.0 All All All

Operating System Sgi Irix 5.0 All All All

Operating System Sgi Irix 5.3 All All All

Operating System Sgi Irix 6.0 All All All

Operating System Sgi Irix 6.1 All All All

Operating System Sgi Irix 6.2 All All All

Operating System Sgi Irix 6.3 All All All

Operating System Sgi Irix 6.4 All All All

Operating System Sun Solaris 2.4 All x86 All

Operating System Sun Solaris 2.5 All x86 All

Operating System Sun Solaris 2.5.1 All x86 All

Operating System Sun Solaris 2.4 All x86 All

Operating System Sun Solaris 2.5 All x86 All

Operating System Sun Solaris 2.5.1 All x86 All

Operating System Sun Sunos 4.1.3 All All All

Operating System Sun Sunos 4.1.3u1 All All All

Operating System Sun Sunos 4.1.4 All All All

Operating System Sun Sunos 5.3 All All All

Operating System Sun Sunos 5.4 All All All

Operating System Sun Sunos 5.5 All All All

Operating System Sun Sunos 5.5.1 All All All

Operating System Sun Sunos 4.1.3 All All All

Operating System Sun Sunos 4.1.3u1 All All All

Operating System Sun Sunos 4.1.4 All All All

Operating System Sun Sunos 5.3 All All All

Operating System Sun Sunos 5.4 All All All

Operating System Sun Sunos 5.5 All All All

Operating System Sun Sunos 5.5.1 All All All
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Reference Source Link Tags

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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