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The suidperl and sperl program do not give up root privileges when changing UIDs back to the original users, allowing root

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Apple A Ux 3.1.1 All All All
Apple A Ux 3.1.1 All All All
Digital Osf 1 1.3 All All All
Digital Osf 1 1.3 All All All
Freebsd Freebsd 2.0 All All All
Freebsd Freebsd 2.05 All All All
Freebsd Freebsd 2.1.0 All All All
Freebsd Freebsd 2.0 All All All
Freebsd Freebsd 2.0.5 All All All
Freebsd Freebsd 2.1.0 All All All
Hp Hp-ux 10 Al All All
Hp Hp-ux 8 All All All
Hp Hp-ux 9 All All All
Hp Hp-ux 10 All All All
Hp Hp-ux 8 All All All
Hp Hp-ux 9 All All All
Ibm Aix 3.2.5 All All All
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Operating System Ibm Aix 4 All All All
Operating System Ibm Aix 3.25 All All All
Operating System lbom Aix 4 All All All
Operating System Linux Linux Kernel 1.2.0 All All All
Operating System Linux Linux Kernel 2.0 All All All
Operating System Linux Linux Kernel 1.2.0 All All All
Operating System Linux Linux Kernel 2.0 All All All
Operating System Nec Asl Ux 4800 All All All All
Operating System Nec Asl Ux 4800 All All All All
Operating System Nec Ews-ux V 4.2 All All All
Operating System Nec Ews-ux V 4.2mp All All All
Operating System Nec Ews-ux V 4.2 All All All
Operating System Nec Ews-ux V 4.2mp All All All
Operating System Nec Up-ux V 4.2mp All All All
Operating System Nec Up-ux V 4.2mp All All All
Reference Source Link Tags

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG WWWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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