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The cryptographic challenge of SMB authentication in Windows 95 and Windows 98 can be reused, allowing an attacker to
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Microsoft Terminal Server All All All All
Microsoft Terminal Server All All All All
Microsoft Windows 2000 All All All All
Microsoft Windows 2000 All All All All
Microsoft Windows Nt 3.5.1 spi All All
Microsoft Windows Nt 3.5.1 sp2 All All
Microsoft Windows Nt 3.5.1 sp3 All All
Microsoft Windows Nt 3.5.1 sp4 All All
Microsoft Windows Nt 3.5.1 sp5 All All
Microsoft Windows Nt 4.0 All All All
Microsoft Windows Nt 4.0 sp1 All All
Microsoft Windows Nt 4.0 sp2 All All
Microsoft Windows Nt 4.0 sp3 All All
Microsoft Windows Nt 4.0 sp4 All All
Microsoft Windows Nt 4.0 sp5 All All
Microsoft Windows Nt 3.5.1 sp1 All All

Microsoft Windows Nt 3.5.1 sp2 All All
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Operating System Microsoft Windows Nt 3.5.1 sp3 All All
Operating System Microsoft Windows Nt 3.5.1 sp4 All All
Operating System Microsoft Windows Nt 3.5.1 sp5 All All
Operating System Microsoft Windows Nt 4.0 All All All
Operating System Microsoft Windows Nt 4.0 sp1 All All
Operating System Microsoft Windows Nt 4.0 sp2 All All
Operating System Microsoft Windows Nt 4.0 sp3 All All
Operating System Microsoft Windows Nt 4.0 sp4 All All
Operating System Microsoft Windows Nt 4.0 sp5 All All
Reference Source Link Tags

'lOphtcrack 2.5 released' - MARC MISC marc.info

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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