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Summary

CVE CVE-1999-0945

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-03-12 05:00:00 UTC

Updated 2023-11-07 01:55:00 UTC

Description Buffer overflow in Internet Mail Service (IMS) for Microsoft Exchange 5.5 and 5.0 allows remote attackers to conduct a denial of service via AUTH or AUTHINFO commands.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Exchange Server 5.0 - All All

Application Microsoft Exchange Server 5.5 - All All

Application Microsoft Exchange Server 5.0 - All All

Application Microsoft Exchange Server 5.5 - All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com VDB Entry

Microsoft Support MSKB support.microsoft.com Patch, Vendor Advisory

19980724 Denial of Service attacks against Microsoft Exchange 5.0 to 5.5 ISS xforce.iss.net Patch, Vendor Advisory

Microsoft Support support.microsoft.com

Microsoft Exchange Denial of Service Attacks CIAC www.ciac.org Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-1999-0945/mitre
https://cve.report/CVE-1999-0945/nist
https://cve.report/CVE-1999-0945/cve_org
https://cve.report/api/cve/CVE-1999-0945.json
https://cve.report/CVE-1999-0945.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/exchange_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/exchange_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/exchange_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/exchange_server
https://exchange.xforce.ibmcloud.com/vulnerabilities/1223
http://support.microsoft.com/default.aspx?scid=kb;%5BLN%5D;Q169174
http://xforce.iss.net/alerts/advise4.php
http://support.microsoft.com/default.aspx?scid=kb%253B%255BLN%255D%253BQ169174
http://www.ciac.org/ciac/bulletins/i-080.shtml
https://www.cve.org/CVERecord?id=CVE-1999-0945
https://nvd.nist.gov/vuln/detail/CVE-1999-0945


There are currently no legacy QID mappings associated with this CVE.
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