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AVNACUAUNCPIPAP Certain versions of le from Microsoft contain the following vulnerability:

Internet Explorer 4 treats a 32-bit number ("dotless IP address") in the
a URL as the hostname instead of an IP address, which causes IE to
apply Local Intranet Zone settings to the resulting web page, allowing
remote malicious web servers to conduct unauthorized activities by
using URLs that contain the dotless IP address for their server.

CVE-1999-1087 has been assigned by [JJ] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Q168617 - Update Available for Dotless IP Address [ Patch | B® MSKB Q168617

Security Issue

"Dotless IP Address" Patch, October 23, 1998 B® CONFIRM
www.microsoft.com/Windows/le/security/dotless.asp

IBM X-Force Exchange € XF ie-dotless(2209)

Microsoft Security Bulletin MS98-016 - Critical | B® MS MS98-016

Microsoft Docs
™ OSVDB 7828


https://cve.report/
https://cve.report/CVE-1999-1087/mitre
https://cve.report/CVE-1999-1087/nist
https://cve.report/CVE-1999-1087/cve_org
https://cve.report/CVE-1999-1087.pdf
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/1999/http://support.microsoft.com/support/kb/articles/q168/6/17.asp
https://web.archive.org/web/1999/http://www.microsoft.com/Windows/Ie/security/dotless.asp
https://exchange.xforce.ibmcloud.com/vulnerabilities/2209
https://docs.microsoft.com/en-us/security-updates/securitybulletins/1998/ms98-016
http://www.osvdb.org/7828
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Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update
Application Microsoft le 4.0 All
Application Microsoft le 4.01 All
Application Microsoft le 4.0.1 sp1
Application Microsoft le 4.0 All
Application Microsoft le 4.0.1 All
Application Microsoft le 4.0.1 spi
Application Microsoft Internet Explorer 4.0 All
Application Microsoft Internet Explorer 4.0.1 All
Application Microsoft Internet Explorer 4.0.1 spi

akk kK kKK,

cpe:2.3:a:microsoftiie:4.0:*:
cpe:2.3:a:microsoftiie:4.0.1:*** %
cpe:2.3:a:microsoftiie:4.0.1:sp1:* " ™
cpe:2.3:a:microsoftiie:4.0:
cpe:2.3:a:microsoftiie:4.0.1:
cpe:2.3:a:microsoftiie:4.0.1:sp1: ™
cpe:2.3:a:microsoft:internet_explorer:4.0:*:*:*:**:*:*:
cpe:2.3:a:microsoftiinternet_explorer:4.0.1:

N

cpe:2.3:a:microsoftiinternet_explorer:4.0.1:sp1:*:

No vendor comments have been submitted for this CVE
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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