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AVUAGUAUNCIINAN Certain versions of Solaris from Sun contain the following vulnerability:

The permissions for the /dev/audio device on Solaris 2.2 and earlier,
and SunOS 4.1.x, allow any local user to read from the device, which
could be used by an attacker to monitor conversations happening near
a machine that has a microphone.

CVE-1999-1137 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
Sun Security Bulletins Article 122 = 3 SUN 00122
@ OSVDB 6436
Sun sendmail, tar, and audio Vulnerabilities [ Patch | @ CIAC E-01
IRM X-Farce Fychanne R XF aiin-andin(R49)\



https://cve.report/
https://cve.report/CVE-1999-1137/mitre
https://cve.report/CVE-1999-1137/nist
https://cve.report/CVE-1999-1137/cve_org
https://cve.report/CVE-1999-1137.pdf
http://cve.report/software/sun/solaris
http://cve.report/vendor/sun
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/1999/http://sunsolve.sun.com/pub-cgi/retrieve.pl?doctype=coll&doc=secbull/122&type=0&nav=sec.sba
http://www.osvdb.org/6436
https://web.archive.org/web/1999/http://www.ciac.org/ciac/bulletins/e-01.shtml
https://exchange.xforce.ibmcloud.com/vulnerabilities/549
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Sun Solaris All All All All
System

Operating Sun Solaris All All All All
System

Operating Sun Sunos All All All All
System

Operating Sun Sunos 41 All All All
System

Operating Sun Sunos 5.0 All All All
System

Operating Sun Sunos All All All All
System

Operating Sun Sunos 4.1 All All All
System

Operating Sun Sunos 5.0 All All All
System

Operating Sun Sunos All All All All
System
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No vendor comments have been submitted for this CVE
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