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Buffer overflow in chkey in Solaris 2.5.1 and earlier allows local users to gain root privileges via a long command line argun
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Sun Solaris 2.4 All x86 All
Sun Solaris 25 All x86 All
Sun Solaris 251 All x86 All
Sun Solaris 24 All x86 All
Sun Solaris 25 All x86 All
Sun Solaris 251 All x86 All
Sun Sunos 5.4 All All All
Sun Sunos 5.5 All All All
Sun Sunos 5.4 All All All
Sun Sunos 5.5 All All All
Sun Sunos All All All All
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Reference Source Link Tags
AA-97.18 AUSCERT ftp.auscert.org.au Patch, Third Par
Solaris chkey Vulnerability BID www.securityfocus.com  Exploit, Patch, V

ISS X-Force Database: solaris-chkey-bo (7442): Sun Solaris chkey buffer overflow  XF www.iss.net
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Sun Security Bulletins Article 144 SUN sunsolve.sun.com Patch, Vendor A

'Re: Finally, most of an exploit for Solaris 2.5.1's ps.' - MARC BUGTRAQ marc.info
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analy
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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