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CVE-1999-1317

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACLAUNCPILEA® Certain versions of Windows Nt from Microsoft contain the following
vulnerability:

Windows NT 4.0 SP4 and earlier allows local users to gain privileges
by modifying the symbolic link table in the \?? object folder using a
different case letter (upper or lower) to point to a different device.

CVE-1999-1317 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
'AW: [ ALERT ] Case Sensitivity and Symbolic Links' - m ) NTBUGTRAQ 19990314 AW: [ ALERT ] Case
MARC Sensitivity and Symbolic Links
Q222159 - Symbolic Link Case Sensitivity Exploit Z B® MSKB Q222159
Bypasses System Security
IBM X-Force Exchange € XF nt-symlink-case(7398)
'[ ALERT ] Case Sensitivity and Symbolic Links' - [ marc.info | ) NTBUGTRAQ 19990312 [ ALERT ] Case
MARC Sensitivity and Symbolic Links
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-1999-1317/mitre
https://cve.report/CVE-1999-1317/nist
https://cve.report/CVE-1999-1317/cve_org
https://cve.report/CVE-1999-1317.pdf
http://cve.report/software/microsoft/windows_nt
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://marc.info/?l=ntbugtraq&m=92162979530341&w=2
https://web.archive.org/web/1999/http://support.microsoft.com/support/kb/articles/q222/1/59.asp
https://exchange.xforce.ibmcloud.com/vulnerabilities/7398
http://marc.info/?l=ntbugtraq&m=92127046701349&w=2
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows Nt All sp4 All All
System

cpe:2.3:0:microsoft:windows_nt:*:spd:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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