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CVE CVE-1999-1402
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 1997-05-17 04:00:00 UTC
Updated 2018-10-30 16:26:00 UTC
Description The access permissions for a UNIX domain socket are ignored in Solaris 2.x and SunOS 4.x, and other BSD-based operati

/ |
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Freebsd Freebsd 222 All All All
Operating System Freebsd Freebsd 2.2.3 All All All
Operating System Freebsd Freebsd 224 All All All
Operating System Freebsd Freebsd 225 All All All
Operating System Freebsd Freebsd 2.2.6 All All All
Operating System Freebsd Freebsd 2.2.8 All All All
Operating System Freebsd Freebsd 3.0 All All All
Operating System Freebsd Freebsd 3.1 All All All
Operating System Freebsd Freebsd 222 All All All
Operating System Freebsd Freebsd 223 All All All
Operating System Freebsd Freebsd 2.2.4 All All All
Operating System Freebsd Freebsd 225 All All All
Operating System Freebsd Freebsd 2.2.6 All All All
Operating System Freebsd Freebsd 2.2.8 All All All
Operating System Freebsd Freebsd 3.0 All All All
Operating System Freebsd Freebsd 3.1 All All All
Operating System Sun Solaris 25 All x86 All
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Operating System Sun Solaris 251 All
Operating System Sun Solaris 2.5.1 All
Operating System Sun Solaris 2.6 All
Operating System Sun Solaris 25 All
Operating System Sun Solaris 2.5.1 All
Operating System Sun Solaris 2.5.1 All
Operating System Sun Solaris 2.6 All
Operating System Sun Sunos - All
Operating System Sun Sunos 4.0 All
Operating System Sun Sunos 5.0 All
Operating System Sun Sunos 5.5 All
Operating System Sun Sunos 5.5.1 All
Operating System Sun Sunos - All
Operating System Sun Sunos 4.0 All
Operating System Sun Sunos 5.0 All
Operating System Sun Sunos 5.5 All
Operating System Sun Sunos 5.5.1 All
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References

Reference

'Solaris 2.6 and sockets' - MARC

Multiple Vendor Unix Domain Socket Vulnerability
'UNIX domain socket (Solarisx86 2.5)' - MARC
CVE Program record

NVD vulnerability detail

4] |

ISS X-Force Database: sun-domain-socket-permissions (7172): Sun Solaris Unix domain socket has insecure access permissions

Source

XF

BUGTR!

BID

BUGTR!

CVE.OR

NVD

l

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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