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Summary

CVE CVE-1999-1452

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 1999-12-31 05:00:00 UTC

Updated 2017-10-10 01:29:00 UTC

Description GINA in Windows NT 4.0 allows attackers with physical access to display a portion of the clipboard of the user who has locked the workstation by pasting (CTRL-V) the contents into the username prompt.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows Nt 4.0 All All All

Operating System Microsoft Windows Nt 4.0 All All All

References

Reference Source Link Tags

NT Clipboard Available To Unauthenticated Users Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

'Alert: MS releases GINA-fix for SP3, SP4, and TS' - MARC NTBUGTRAQ marc.info

'ole objects in a "secured" environment?' - MARC BUGTRAQ marc.info

Q214802 - Windows NT Lets You Paste Text into Unlock Workstation Dialog Box MSKB support.microsoft.com Patch, Vendor Advisory

'ole objects in a "secured" environment?' - MARC NTBUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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