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CVE-1999-1464
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AVNACLAUNCPIPAP Certain versions of los from Cisco contain the following vulnerability:

Vulnerability in Cisco I0S 11.1CC and 11.1CT with distributed fast
switching (DFS) enabled allows remote attackers to bypass certain
access control lists when the router switches traffic from a DFS-
enabled interface to an interface that does not have DFS enabled, as
described by Cisco bug CSCdk35564.

CVE-1999-1464 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Cisco - Field Notice: Cisco I0S DFS Access List m aue GISCO 19981105 Cisco IOS DFS Access List

Leakage Vendor Advisory Leakage

IBM X-Force Exchange € XF cisco-acl-leakage(1401)

Cisco IOS DFS Access List Leakage Vulnerabilities [ Patch | @ CIAC J-016

Vendor Advisory
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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https://cve.report/
https://cve.report/CVE-1999-1464/mitre
https://cve.report/CVE-1999-1464/nist
https://cve.report/CVE-1999-1464/cve_org
https://cve.report/CVE-1999-1464.pdf
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.cisco.com/warp/public/770/iosdfsacl-pub.shtml
https://exchange.xforce.ibmcloud.com/vulnerabilities/1401
https://web.archive.org/web/1999/http://ciac.llnl.gov/ciac/bulletins/j-016.shtml

alg 1vIC appiupliale Ul yuul PUlpuUSe. U VEICPUIL UUED 1IUL 11ELEDDAllly SHUUIDE LT VISWD TAPITODCU, Ul LUTILUL WILH LT 14dULd PIEDCIHILEU Ul LEDE JIEDS. Tuluicet,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Cisco los 11.1cc All All All

System

Operating Cisco los 11.1ct All All All

System

Operating Cisco los 11.1cc All All All

System

Operating Cisco los 11.1ct All All All

System

No vendor comments have been submitted for this CVE
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