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gpm-root in the gpm package does not properly drop privileges, which allows local users to gain privileges by starting a utili
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Alessandro Rubini Gpm 1.18.1 All All All
Alessandro Rubini Gpm 1.19 All All All
Alessandro Rubini Gpm 1.18.1 All All All
Alessandro Rubini Gpm 1.19 All All All
Debian Debian Linux 2.0 All All All
Debian Debian Linux 2.1 All All All
Debian Debian Linux 2.2 All All All
Debian Debian Linux 2.2 All pre_potato All
Debian Debian Linux 2.0 All All All
Debian Debian Linux 2.1 All All All
Debian Debian Linux 22 All All All
Debian Debian Linux 2.2 All pre_potato All
Redhat Linux 6.0 All i386 All
Redhat Linux 6.1 All i386 All
Redhat Linux 6.2 All i386 All
Redhat Linux 6.0 All i386 All
Redhat Linux 6.1 All i386 All
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Operating System Redhat Linux 6.2 All i386 All
Operating System Suse Suse Linux 5.3 All All All
Operating System Suse Suse Linux 6.0 All All All
Operating System Suse Suse Linux 6.1 All All All
Operating System Suse Suse Linux 6.2 All All All
Operating System Suse Suse Linux 6.3 All All All
Operating System Suse Suse Linux 5.3 All All All
Operating System Suse Suse Linux 6.0 All All All
Operating System Suse Suse Linux 6.1 All All All
Operating System Suse Suse Linux 6.2 All All All
Operating System Suse Suse Linux 6.3 All All All
Reference Source Link Tags
Multiple Linux Vendor gpm Setgid Vulnerability BID www.securityfocus.com

Security Announcement SUSE www.novell.com

20000322 gpm-root BUGTRAQ archives.neohapsis.com

Support REDHAT www.redhat.com

redhat.com | Red Hat Support REDHAT www.redhat.com

CVE Program record CVE.ORG WWWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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