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Summary

CVE CVE-2000-0246

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2000-03-30 05:00:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description IIS 4.0 and 5.0 does not properly perform ISAPI extension processing if a virtual directory is mapped to a UNC share, which allows remote attackers to read the source code of ASP and other files, aka the "Virtualized UNC Share" vulnerability.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Commercial Internet System 2.0 All All All

Application Microsoft Commercial Internet System 2.5 All All All

Application Microsoft Commercial Internet System 2.0 All All All

Application Microsoft Commercial Internet System 2.5 All All All

Application Microsoft Internet Information Server 4.0 All All All

Application Microsoft Internet Information Server 4.0 All All All

Application Microsoft Internet Information Services 5.0 All All All

Application Microsoft Internet Information Services 5.0 All All All

Application Microsoft Proxy Server 2.0 All All All

Application Microsoft Proxy Server 2.0 All All All

Application Microsoft Site Server 3.0 All All All

Application Microsoft Site Server 3.0 All All All

Application Microsoft Site Server Commerce 3.0 All All All

Application Microsoft Site Server Commerce 3.0 All All All
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Microsoft IIS UNC Mapped Virtual Host Vulnerability BID www.securityfocus.com

Microsoft Security Bulletin MS00-019 - Critical | Microsoft Docs MS docs.microsoft.com

Microsoft TechNet Online Support MSKB www.microsoft.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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