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Summary

CVE CVE-2000-0314

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-03-12 05:00:00 UTC

Updated 2016-10-18 02:06:00 UTC

Description traceroute in NetBSD 1.3.3 and Linux systems allows local users to flood other systems by providing traceroute with a large waittime (-w) option, which is not parsed properly and sets the time delay for sending packets to zero.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 2.0.34 All All All

Operating System Debian Debian Linux 2.0.34 All All All

Operating System Digital Unix 4.0 All All All

Operating System Digital Unix 4.0 All All All

Operating System Netbsd Netbsd All All All All

Operating System Redhat Linux 2.0.34 All All All

Operating System Redhat Linux 2.0.34 All All All

Operating System Slackware Slackware Linux 2.0.34 All All All

Operating System Slackware Slackware Linux 2.0.34 All All All

References

Reference Source Link Tags

NetBSD-SA1999-004 NETBSD ftp.NetBSD.ORG Patch, Vendor Advisory

'traceroute as a flooder' - MARC BUGTRAQ marc.info

7574 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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