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Summary

CVE CVE-2000-0345

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2000-05-03 04:00:00 UTC

Updated 2023-11-07 01:55:00 UTC

Description The on-line help system options in Cisco routers allows non-privileged users without "enabled" access to obtain sensitive information via the show command.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios 11.1 All All All

Operating System Cisco Ios 11.1(13) All All All

Operating System Cisco Ios 11.1(13)aa All All All

Operating System Cisco Ios 11.1(13)ca All All All

Operating System Cisco Ios 11.1(13)ia All All All

Operating System Cisco Ios 11.1(15)ca All All All

Operating System Cisco Ios 11.1(16) All All All

Operating System Cisco Ios 11.1(16)aa All All All

Operating System Cisco Ios 11.1(16)ia All All All

Operating System Cisco Ios 11.1(17)cc All All All

Operating System Cisco Ios 11.1(17)ct All All All

Operating System Cisco Ios 11.1\(13\) All All All

Operating System Cisco Ios 11.1\(13\)aa All All All

Operating System Cisco Ios 11.1\(13\)ca All All All

Operating System Cisco Ios 11.1\(13\)ia All All All

Operating System Cisco Ios 11.1\(15\)ca All All All

Operating System Cisco Ios 11.1\(16\) All All All
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Operating System Cisco Ios 11.1\(16\) All All All

Operating System Cisco Ios 11.1\(16\)aa All All All

Operating System Cisco Ios 11.1\(16\)ia All All All

Operating System Cisco Ios 11.1\(17\)cc All All All

Operating System Cisco Ios 11.1\(17\)ct All All All

Operating System Cisco Ios 11.2 All All All

Operating System Cisco Ios 11.2(10) All All All

Operating System Cisco Ios 11.2(10)bc All All All

Operating System Cisco Ios 11.2(17) All All All

Operating System Cisco Ios 11.2(4)f1 All All All

Operating System Cisco Ios 11.2(8) All All All

Operating System Cisco Ios 11.2(8)p All All All

Operating System Cisco Ios 11.2(8)sa1 All All All

Operating System Cisco Ios 11.2(8)sa3 All All All

Operating System Cisco Ios 11.2(8)sa5 All All All

Operating System Cisco Ios 11.2(9)p All All All

Operating System Cisco Ios 11.2(9)xa All All All

Operating System Cisco Ios 11.2p All All All

Operating System Cisco Ios 11.2\(10\) All All All

Operating System Cisco Ios 11.2\(10\)bc All All All

Operating System Cisco Ios 11.2\(17\) All All All

Operating System Cisco Ios 11.2\(4\)f1 All All All

Operating System Cisco Ios 11.2\(8\) All All All

Operating System Cisco Ios 11.2\(8\)p All All All

Operating System Cisco Ios 11.2\(8\)sa1 All All All

Operating System Cisco Ios 11.2\(8\)sa3 All All All

Operating System Cisco Ios 11.2\(8\)sa5 All All All

Operating System Cisco Ios 11.2\(9\)p All All All

Operating System Cisco Ios 11.2\(9\)xa All All All

Operating System Cisco Ios 12.0 All All All

Operating System Cisco Ios 12.0(1)w All All All

Operating System Cisco Ios 12.0(1)xa3 All All All

Operating System Cisco Ios 12.0(1)xb All All All

Operating System Cisco Ios 12.0(1)xe All All All

Operating System Cisco Ios 12.0(2) All All All

Operating System Cisco Ios 12.0(2)xc All All All
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Operating System Cisco Ios 12.0(2)xd All All All

Operating System Cisco Ios 12.0(2)xf All All All

Operating System Cisco Ios 12.0(2)xg All All All

Operating System Cisco Ios 12.0(3)t2 All All All

Operating System Cisco Ios 12.0(4) All All All

Operating System Cisco Ios 12.0(4)s All All All

Operating System Cisco Ios 12.0(4)t All All All

Operating System Cisco Ios 12.0(5) All All All

Operating System Cisco Ios 12.0(5)t1 All All All

Operating System Cisco Ios 12.0(6) All All All

Operating System Cisco Ios 12.0(7)t All All All

Operating System Cisco Ios 12.0(8) All All All

Operating System Cisco Ios 12.0(9)s All All All

Operating System Cisco Ios 12.0db All All All

Operating System Cisco Ios 12.0s All All All

Operating System Cisco Ios 12.0t All All All

Operating System Cisco Ios 12.0\(1\)w All All All

Operating System Cisco Ios 12.0\(1\)xa3 All All All

Operating System Cisco Ios 12.0\(1\)xb All All All

Operating System Cisco Ios 12.0\(1\)xe All All All

Operating System Cisco Ios 12.0\(2\) All All All

Operating System Cisco Ios 12.0\(2\)xc All All All

Operating System Cisco Ios 12.0\(2\)xd All All All

Operating System Cisco Ios 12.0\(2\)xf All All All

Operating System Cisco Ios 12.0\(2\)xg All All All

Operating System Cisco Ios 12.0\(3\)t2 All All All

Operating System Cisco Ios 12.0\(4\) All All All

Operating System Cisco Ios 12.0\(4\)s All All All

Operating System Cisco Ios 12.0\(4\)t All All All

Operating System Cisco Ios 12.0\(5\) All All All

Operating System Cisco Ios 12.0\(5\)t1 All All All

Operating System Cisco Ios 12.0\(6\) All All All

Operating System Cisco Ios 12.0\(7\)t All All All

Operating System Cisco Ios 12.0\(8\) All All All

Operating System Cisco Ios 12.0\(9\)s All All All

Operating System Cisco Ios 9.14 All All All
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Operating System Cisco Ios 9.14 All All All

Operating System Cisco Ios 11.1 All All All

Operating System Cisco Ios 11.1\(13\) All All All

Operating System Cisco Ios 11.1\(13\)aa All All All

Operating System Cisco Ios 11.1\(13\)ca All All All

Operating System Cisco Ios 11.1\(13\)ia All All All

Operating System Cisco Ios 11.1\(15\)ca All All All

Operating System Cisco Ios 11.1\(16\) All All All

Operating System Cisco Ios 11.1\(16\)aa All All All

Operating System Cisco Ios 11.1\(16\)ia All All All

Operating System Cisco Ios 11.1\(17\)cc All All All

Operating System Cisco Ios 11.1\(17\)ct All All All

Operating System Cisco Ios 11.2 All All All

Operating System Cisco Ios 11.2p All All All

Operating System Cisco Ios 11.2\(10\) All All All

Operating System Cisco Ios 11.2\(10\)bc All All All

Operating System Cisco Ios 11.2\(17\) All All All

Operating System Cisco Ios 11.2\(4\)f1 All All All

Operating System Cisco Ios 11.2\(8\) All All All

Operating System Cisco Ios 11.2\(8\)p All All All

Operating System Cisco Ios 11.2\(8\)sa1 All All All

Operating System Cisco Ios 11.2\(8\)sa3 All All All

Operating System Cisco Ios 11.2\(8\)sa5 All All All

Operating System Cisco Ios 11.2\(9\)p All All All

Operating System Cisco Ios 11.2\(9\)xa All All All

Operating System Cisco Ios 12.0 All All All

Operating System Cisco Ios 12.0db All All All

Operating System Cisco Ios 12.0s All All All

Operating System Cisco Ios 12.0t All All All

Operating System Cisco Ios 12.0\(1\)w All All All

Operating System Cisco Ios 12.0\(1\)xa3 All All All

Operating System Cisco Ios 12.0\(1\)xb All All All

Operating System Cisco Ios 12.0\(1\)xe All All All

Operating System Cisco Ios 12.0\(2\) All All All

Operating System Cisco Ios 12.0\(2\)xc All All All

Operating System Cisco Ios 12.0\(2\)xd All All All
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Operating System Cisco Ios 12.0\(2\)xf All All All

Operating System Cisco Ios 12.0\(2\)xg All All All

Operating System Cisco Ios 12.0\(3\)t2 All All All

Operating System Cisco Ios 12.0\(4\) All All All

Operating System Cisco Ios 12.0\(4\)s All All All

Operating System Cisco Ios 12.0\(4\)t All All All

Operating System Cisco Ios 12.0\(5\) All All All

Operating System Cisco Ios 12.0\(5\)t1 All All All

Operating System Cisco Ios 12.0\(6\) All All All

Operating System Cisco Ios 12.0\(7\)t All All All

Operating System Cisco Ios 12.0\(8\) All All All

Operating System Cisco Ios 12.0\(9\)s All All All

Operating System Cisco Ios 9.14 All All All

Hardware Cisco Router 2500 All All All All

Hardware Cisco Router 2500 All All All All

Hardware Cisco Router 2600 All All All All

Hardware Cisco Router 2600 All All All All

Hardware Cisco Router 3600 All All All All

Hardware Cisco Router 3600 All All All All

Hardware Cisco Router 4000 All All All All

Hardware Cisco Router 4000 All All All All

Hardware Cisco Router 7200 All All All All

Hardware Cisco Router 7200 All All All All

Hardware Cisco Router 7500 All All All All

Hardware Cisco Router 7500 All All All All

References

Reference Source Link Tags

SecurityFocus www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

Cisco Router Online Help Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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