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CVE CVE-2000-0461
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2000-05-29 04:00:00 UTC
Updated 2008-09-10 19:04:00 UTC
Description The undocumented semconfig system call in BSD freezes the state of semaphores, which allows local users to cause a det

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Freebsd Freebsd 1.1.5.1 All All All
Operating System Freebsd Freebsd 2.0 All All All
Operating System Freebsd Freebsd 2.0.5 All All All
Operating System Freebsd Freebsd 2.1.0 All All All
Operating System Freebsd Freebsd 215 All All All
Operating System Freebsd Freebsd 2.1.6 All All All
Operating System Freebsd Freebsd 2.1.6.1 All All All
Operating System Freebsd Freebsd 2.1.71 All All All
Operating System Freebsd Freebsd 2.2 All All All
Operating System Freebsd Freebsd 222 All All All
Operating System Freebsd Freebsd 223 All All All
Operating System Freebsd Freebsd 224 All All All
Operating System Freebsd Freebsd 225 All All All
Operating System Freebsd Freebsd 2.2.6 All All All
Operating System Freebsd Freebsd 2.2.8 All All All
Operating System Freebsd Freebsd 3.0 All All All
Operating System Freebsd Freebsd 3.1 All All All
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Operating System Netbsd Netbsd 1.4.2 All arm32 All
Operating System Netbsd Netbsd 1.4.2 All sparc All
Operating System Netbsd Netbsd 1.4.2 All x86 All
Operating System Netbsd Netbsd 1.41 All alpha All
Operating System Netbsd Netbsd 1.4.1 All arm32 All
Operating System Netbsd Netbsd 1.41 All sparc All
Operating System Netbsd Netbsd 1.4.2 All alpha All
Operating System Netbsd Netbsd 1.4.2 All arm32 All
Operating System Netbsd Netbsd 1.4.2 All sparc All
Operating System Netbsd Netbsd 1.4.2 All x86 All
Reference Source Link Tags
NetBSD-SA2000-004 NETBSD ftp.netbsd.org

Multiple Vendor BSD Semaphore IPC Denial Of Service Vulnerability BID www.securityfocus.com

OpenBSD 2.6 errata OPENBSD  www.openbsd.org
FreeBSD-SA-00:19 FREEBSD ftp.freebsd.org

CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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