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Buffer overflow in Kerberos 4 KDC program allows remote attackers to cause a denial of service via the e_msg variable in t
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Cygnus Network Security Project Cygnus Network Security - All All All
Cygnus Network Security Project Cygnus Network Security - All All All
Kerbnet Project Kerbnet - All All All
Kerbnet Project Kerbnet - All All All
Mit Kerberos All All All All
Mit Kerberos 4.0 - All All
Mit Kerberos 4.0 patch10 All All
Mit Kerberos All All All All
Mit Kerberos 4.0 - All All
Mit Kerberos 4.0 patch10 All All
Mit Kerberos 5 1.1 All All All
Mit Kerberos 5 1.1.1 All All All
Mit Kerberos 5 1.1 All All All
Mit Kerberos 5 1.1.1 All All All
Mit Kerberos 5 All All All All

References


https://cve.report/
https://cve.report/CVE-2000-0548/mitre
https://cve.report/CVE-2000-0548/nist
https://cve.report/CVE-2000-0548/cve_org
https://cve.report/api/cve/CVE-2000-0548.json
https://cve.report/CVE-2000-0548.pdf
http://cve.report/vendor/cygnus_network_security_project
http://cve.report/software/cygnus_network_security_project/cygnus_network_security
http://cve.report/vendor/cygnus_network_security_project
http://cve.report/software/cygnus_network_security_project/cygnus_network_security
http://cve.report/vendor/kerbnet_project
http://cve.report/software/kerbnet_project/kerbnet
http://cve.report/vendor/kerbnet_project
http://cve.report/software/kerbnet_project/kerbnet
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5

Reference Source
web.mit.edu/kerberos/www/advisories/krb4kdc.txt CONFIRM

20000609 Security Advisory: MULTIPLE DENIAL OF SERVICE VULNERABILITIES IN KRB4 KDC BUGTRAQ

Support REDHAT
4875 OSsvDB
DoS Vulnerabilities in Kerberos 4 KDC Programs CIAC
CERT Advisory CA-2000-11 MIT Kerberos Vulnerable to Denial-of-Service Attacks CERT
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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