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Summary

CVE CVE-2000-0574

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2000-07-07 04:00:00 UTC

Updated 2008-09-10 19:05:00 UTC

Description FTP servers such as OpenBSD ftpd, NetBSD ftpd, ProFTPd and Opieftpd do not properly cleanse untrusted format strings that are used in the setproctitle function (sometimes called by set_proc_title), which allows remote attackers to cause a denial of service or execute arbitrary commands.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openbsd Ftpd 5.51 All All All

Application Openbsd Ftpd 5.60 All All All

Application Openbsd Ftpd 5.51 All All All

Application Openbsd Ftpd 5.60 All All All

Application Washington University Wu-ftpd 2.4.2_beta1 All academ All

Application Washington University Wu-ftpd 2.4.2_beta18 All academ All

Application Washington University Wu-ftpd 2.4.2_beta18_vr10 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr11 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr12 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr13 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr14 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr15 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr4 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr5 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr6 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr7 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr8 All All All
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Application Washington University Wu-ftpd 2.4.2_beta18_vr8 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr9 All All All

Application Washington University Wu-ftpd 2.4.2_vr16 All All All

Application Washington University Wu-ftpd 2.4.2_vr17 All All All

Application Washington University Wu-ftpd 2.5 All All All

Application Washington University Wu-ftpd 2.6 All All All

Application Washington University Wu-ftpd 2.4.2_beta1 All academ All

Application Washington University Wu-ftpd 2.4.2_beta18 All academ All

Application Washington University Wu-ftpd 2.4.2_beta18_vr10 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr11 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr12 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr13 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr14 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr15 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr4 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr5 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr6 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr7 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr8 All All All

Application Washington University Wu-ftpd 2.4.2_beta18_vr9 All All All

Application Washington University Wu-ftpd 2.4.2_vr16 All All All

Application Washington University Wu-ftpd 2.4.2_vr17 All All All

Application Washington University Wu-ftpd 2.5 All All All

Application Washington University Wu-ftpd 2.6 All All All

References

Reference Source Link

NetBSD-SA2000-009 NETBSD ftp.NetBSD.ORG

20000710 opieftpd setproctitle() patches BUGTRAQ archives.neohapsis.com

20000705 proftp advisory BUGTRAQ archives.neohapsis.com

Multiple Vendor ftpd setproctitle() Format String Vulnerability BID www.securityfocus.com

Sorry, the content you are trying to view does not exist. If you feel this message is in error, please email the webmaster. BID www.securityfocus.com

20000706 ftpd and setproctitle() BUGTRAQ archives.neohapsis.com

CERT Advisory CA-2000-13 Two Input Validation Problems In FTPD CERT www.cert.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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