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BitchX IRC client does not properly cleanse an untrusted format string, which allows remote attackers to cause a denial of ¢

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

References

Vendor Product Version Update Edition Language
Caldera Openlinux Desktop 23 All All All
Caldera Openlinux Desktop 2.3 All All All
Caldera Openlinux Ebuilder 2.3 All All All
Caldera Openlinux Ebuilder 23 All All All
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Caldera Openlinux Edesktop 2.4 All All All
Caldera Openlinux Eserver 2.3 All All All
Caldera Openlinux Eserver 2.3 All All All
Freebsd Freebsd 3.5 All All All
Freebsd Freebsd 4.0 All All All
Freebsd Freebsd 3.5 All All All
Freebsd Freebsd 4.0 All All All
Mandrakesoft Mandrake Linux 2007 All All All
Mandrakesoft Mandrake Linux 2007 All All All
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BitchX IRC Client "/INVITE" Format String Vulnerability BID
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Xinuos Inc. | Support | Security | Advisories | Document Not Found CALDERA

20000707 CONECTIVA LINUX SECURITY ANNOUNCEMENT - BitchX BUGTRAQ

20000707 BitchX update BUGTRAQ
FreeBSD-SA-00:32 FREEBSD
20000704 BitchX exploit possibly waiting to happen, certain DoS BUGTRAQ
IBM X-Force Exchange XF
20000704 BitchX /ignore bug VULN-DEV
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NVD vulnerability detail NVD
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WWW.Cve.org canonical

nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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