VE-2000-0612

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2000-0612
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2000-06-29 04:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Windows 95 and Windows 98 do not properly process spoofed ARP packets, which allows remote attackers to overwrite st:

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:P/A:N

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows 95 All All All All


https://cve.report/
https://cve.report/CVE-2000-0612/mitre
https://cve.report/CVE-2000-0612/nist
https://cve.report/CVE-2000-0612/cve_org
https://cve.report/api/cve/CVE-2000-0612.json
https://cve.report/CVE-2000-0612.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_95

Operating System Microsoft Windows 98 All gold All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link Tags

Microsoft Windows 9x / NT 4.0 ARP Spoofing Vulnerability —af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com Vendor A

BugTraq Archive: Buggy ARP handling in Windoze af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com
BugTraq Archive: Buggy ARP handling in Windoze MITRE www.securityfocus.com
CVE Program record CVE.ORG WWW.Cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_98
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/1406
http://www.securityfocus.com/templates/archive.pike?list=1&msg=395B7E64.9FB3D4DB%2540starzetz.de
http://www.securityfocus.com/templates/archive.pike?list=1&msg=395B7E64.9FB3D4DB@starzetz.de
https://www.cve.org/CVERecord?id=CVE-2000-0612
https://nvd.nist.gov/vuln/detail/CVE-2000-0612
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
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https://status.cve.report
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