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Summary

CVE CVE-2000-0655

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2000-07-25 04:00:00 UTC

Updated 2008-09-10 19:05:00 UTC

Description Netscape Communicator 4.73 and earlier allows remote attackers to cause a denial of service or execute arbitrary commands via a JPEG image containing a comment with an illegal field length of 1.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Mozilla m15 All All All

Application Mozilla Mozilla m15 All All All

Application Netscape Communicator 4.0 All All All

Application Netscape Communicator 4.05 All All All

Application Netscape Communicator 4.06 All All All

Application Netscape Communicator 4.07 All All All

Application Netscape Communicator 4.08 All All All

Application Netscape Communicator 4.5 All All All

Application Netscape Communicator 4.51 All All All

Application Netscape Communicator 4.5_beta All All All

Application Netscape Communicator 4.6 All All All

Application Netscape Communicator 4.61 All All All

Application Netscape Communicator 4.7 All All All

Application Netscape Communicator 4.72 All All All

Application Netscape Communicator 4.73 All All All

Application Netscape Communicator 4.0 All All All

Application Netscape Communicator 4.05 All All All
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Application Netscape Communicator 4.05 All All All

Application Netscape Communicator 4.06 All All All

Application Netscape Communicator 4.07 All All All

Application Netscape Communicator 4.08 All All All

Application Netscape Communicator 4.5 All All All

Application Netscape Communicator 4.51 All All All

Application Netscape Communicator 4.5_beta All All All

Application Netscape Communicator 4.6 All All All

Application Netscape Communicator 4.61 All All All

Application Netscape Communicator 4.7 All All All

Application Netscape Communicator 4.72 All All All

Application Netscape Communicator 4.73 All All All

References

Reference Source Link Tags

Document Not Found BUGTRAQ www.securityfocus.com Exploit, Patch, Vendor Advisory

[TL-Security-Announce] netscape TLSA2000017-1 TURBO www.turbolinux.com

FreeBSD-SA-00:39 FREEBSD ftp.FreeBSD.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

20000810 Conectiva Linux Security Announcement - netscape BUGTRAQ archives.neohapsis.com

404 Page Not Found | SUSE SUSE www.novell.com

NetBSD-SA2000-011 NETBSD ftp.NetBSD.ORG

Netscape Communicator JPEG-Comment Heap Overwrite Vulnerability BID www.securityfocus.com

20000801 MDKSA-2000:027-1 netscape update BUGTRAQ archives.neohapsis.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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