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Summary

CVE CVE-2000-0700

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2000-10-20 04:00:00 UTC

Updated 2008-09-05 20:21:00 UTC

Description Cisco Gigabit Switch Routers (GSR) with Fast Ethernet / Gigabit Ethernet cards, from IOS versions 11.2(15)GS1A up to 11.2(19)GS0.2 and some versions of 12.0, do not properly handle line card failures, which allows remote attackers to bypass ACLs or force the interface to stop forwarding packets.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Gigabit Switch Router 12008 All All All All

Hardware Cisco Gigabit Switch Router 12008 All All All All

Hardware Cisco Gigabit Switch Router 12012 All All All All

Hardware Cisco Gigabit Switch Router 12012 All All All All

Hardware Cisco Gigabit Switch Router 12016 All All All All

Hardware Cisco Gigabit Switch Router 12016 All All All All

Operating System Cisco Ios 11.2 All All All

Operating System Cisco Ios 11.2(10) All All All

Operating System Cisco Ios 11.2(8) All All All

Operating System Cisco Ios 11.2p All All All

Operating System Cisco Ios 11.2\(10\) All All All

Operating System Cisco Ios 11.2\(8\) All All All

Operating System Cisco Ios 11.3 All All All

Operating System Cisco Ios 11.3(1) All All All

Operating System Cisco Ios 11.3\(1\) All All All

Operating System Cisco Ios 12.0 All All All

Operating System Cisco Ios 12.0(1) All All All
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Operating System Cisco Ios 12.0(1) All All All

Operating System Cisco Ios 12.0(2) All All All

Operating System Cisco Ios 12.0(3) All All All

Operating System Cisco Ios 12.0(4) All All All

Operating System Cisco Ios 12.0(5) All All All

Operating System Cisco Ios 12.0(6) All All All

Operating System Cisco Ios 12.0(7)t All All All

Operating System Cisco Ios 12.0\(1\) All All All

Operating System Cisco Ios 12.0\(2\) All All All

Operating System Cisco Ios 12.0\(3\) All All All

Operating System Cisco Ios 12.0\(4\) All All All

Operating System Cisco Ios 12.0\(5\) All All All

Operating System Cisco Ios 12.0\(6\) All All All

Operating System Cisco Ios 12.0\(7\)t All All All

Operating System Cisco Ios 12.1 All All All

Operating System Cisco Ios 11.2 All All All

Operating System Cisco Ios 11.2p All All All

Operating System Cisco Ios 11.2\(10\) All All All

Operating System Cisco Ios 11.2\(8\) All All All

Operating System Cisco Ios 11.3 All All All

Operating System Cisco Ios 11.3\(1\) All All All

Operating System Cisco Ios 12.0 All All All

Operating System Cisco Ios 12.0\(1\) All All All

Operating System Cisco Ios 12.0\(2\) All All All

Operating System Cisco Ios 12.0\(3\) All All All

Operating System Cisco Ios 12.0\(4\) All All All

Operating System Cisco Ios 12.0\(5\) All All All

Operating System Cisco Ios 12.0\(6\) All All All

Operating System Cisco Ios 12.0\(7\)t All All All

Operating System Cisco Ios 12.1 All All All
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Reference Source Link Tags

793 OSVDB www.osvdb.org

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO www.cisco.com Patch, Vendor Advisory

798 OSVDB www.osvdb.org

Cisco Gigabit Switch Router with Fast/Gigabit Ethernet Cards ACL Bypass/DoS Vulnerabilities BID www.securityfocus.com Patch, Vendor Advisory
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Cisco Gigabit Switch Router with Fast/Gigabit Ethernet Cards ACL Bypass/DoS Vulnerabilities BID www.securityfocus.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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