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Summary

CVE CVE-2000-0949

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2000-12-19 05:00:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Heap overflow in savestr function in LBNL traceroute 1.4a5 and earlier allows a local user to execute arbitrary commands via the -g option.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lbl Lbl Traceroute 1.4a5 All All All

Application Lbl Lbl Traceroute 1.4a5 All All All

Operating System Sun Sunos 5.5.1 All All All

Operating System Sun Sunos 5.5.1 All All All

References

Reference Source Link Tags

20000930 Conectiva Linux Security Announcement - traceroute BUGTRAQ archives.neohapsis.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

redhat.com | Red Hat Support REDHAT www.redhat.com

20000928 Very interesting traceroute flaw BUGTRAQ archives.neohapsis.com

LBNL Traceroute Heap Corruption Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

Debian -- Security Information -- traceroute DEBIAN www.debian.org

MandrakeSoft Security Advisory MDKSA-2000:053 : traceroute MANDRAKE www.linux-mandrake.com

Xinuos Inc. | Support | Security | Advisories | Document Not Found CALDERA www.calderasystems.com

[TL-Security-Announce] traceroute TLSA2000023-1 TURBO www.turbolinux.com

CVE Program record CVE.ORG www.cve.org canonical
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https://cve.report/CVE-2000-0949/cve_org
https://cve.report/CVE-2000-0949.pdf
http://cve.report/vendor/lbl
http://cve.report/software/lbl/lbl_traceroute
http://cve.report/vendor/lbl
http://cve.report/software/lbl/lbl_traceroute
http://cve.report/vendor/sun
http://cve.report/software/sun/sunos
http://cve.report/vendor/sun
http://cve.report/software/sun/sunos
http://archives.neohapsis.com/archives/bugtraq/2000-09/0357.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/5311
http://www.redhat.com/support/errata/RHSA-2000-078.html
http://archives.neohapsis.com/archives/bugtraq/2000-09/0344.html
http://www.securityfocus.com/bid/1739
http://www.debian.org/security/2000/20001013
http://www.linux-mandrake.com/en/security/MDKSA-2000-053.php3?dis=7.1
http://www.calderasystems.com/support/security/advisories/CSSA-2000-034.0.txt
http://www.turbolinux.com/pipermail/tl-security-announce/2000-October/000025.html
https://www.cve.org/CVERecord?id=CVE-2000-0949


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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