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Summary

CVE CVE-2000-1039

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-01-09 05:00:00 UTC

Updated 2018-10-12 21:29:00 UTC

Description Various TCP/IP stacks and network applications allow remote attackers to cause a denial of service by flooding a target host with TCP connection attempts and completing the TCP/IP handshake without maintaining the connection state on the attacker host, aka the "NAPTHA" class of vulnerabilities. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows 95 All All All All

Operating System Microsoft Windows 95 All All All All

Operating System Microsoft Windows 98 All gold All All

Operating System Microsoft Windows 98 All gold All All

Operating System Microsoft Windows 98se All All All All

Operating System Microsoft Windows 98se All All All All

Operating System Microsoft Windows Me All All All All

Operating System Microsoft Windows Me All All All All

Operating System Microsoft Windows Nt 4.0 All All All

Operating System Microsoft Windows Nt 4.0 All All All

References

Reference Source Link Tags

20001204 NAPTHA Advisory Updated - BindView RAZOR WIN2KSEC archives.neohapsis.com

Multiple Vendor TCP/IP Resource Exhaustion Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

Razor: Security Advisories and Publications BINDVIEW razor.bindview.com

CERT Advisory CA-2000-21 Denial-of-Service Vulnerabilities in TCP/IP Stacks CERT www.cert.org Patch, Third Party Advisory, US Government Resource
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Microsoft Security Bulletin MS00-091 - Important | Microsoft Docs MS docs.microsoft.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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