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Summary

CVE CVE-2000-1086

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-01-09 05:00:00 UTC

Updated 2018-10-12 21:29:00 UTC

Description The xp_printstatements function in Microsoft SQL Server 2000 and SQL Server Desktop Engine (MSDE) does not properly restrict the length of a buffer before calling the srv_paraminfo function in the SQL Server API for Extended Stored Procedures (XP), which allows an attacker to cause a denial of service or execute arbitrary commands, aka the "Extended Stored Procedure Parameter Parsing" vulnerability.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Data Engine 1.0 All All All

Application Microsoft Data Engine 2000 All All All

Application Microsoft Data Engine 1.0 All All All

Application Microsoft Data Engine 2000 All All All

Application Microsoft Sql Server 2000 All All All

Application Microsoft Sql Server 7.0 All All All

Application Microsoft Sql Server 2000 All All All

Application Microsoft Sql Server 7.0 All All All

References

Reference Source Link Tags

Microsoft Security Bulletin MS00-092 - Critical | Microsoft Docs MS docs.microsoft.com

'@stake Advisory: SQL Server 2000 Extended Stored Procedure Vulner' - MARC ATSTAKE marc.info

Microsoft SQL Server / Data Engine xp_printstatements Buffer Overflow Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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