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modprobe in the modutils 2.3.x package on Linux systems allows a local user to execute arbitrary commands via shell mete
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

References

Vendor Product Version Update Edition Language
Conectiva Linux 5.1 All All All
Conectiva Linux 5.1 All All All
Immunix Immunix 6.2 All All All
Immunix Immunix 7.0_beta All All All
Immunix Immunix 6.2 All All All
Immunix Immunix 7.0_beta All All All
Mandrakesoft Mandrake Linux 7.2 All All All
Mandrakesoft Mandrake Linux 7.2 All All All
Redhat Linux 7.0 All All All
Redhat Linux 7.0 All All All
Suse Suse Linux 6.4 All All All
Suse Suse Linux 7.0 All All All
Suse Suse Linux 6.4 All All All
Suse Suse Linux 7.0 All All All

Reference

Sourc


https://cve.report/
https://cve.report/CVE-2000-1095/mitre
https://cve.report/CVE-2000-1095/nist
https://cve.report/CVE-2000-1095/cve_org
https://cve.report/api/cve/CVE-2000-1095.json
https://cve.report/CVE-2000-1095.pdf
http://cve.report/vendor/conectiva
http://cve.report/software/conectiva/linux
http://cve.report/vendor/conectiva
http://cve.report/software/conectiva/linux
http://cve.report/vendor/immunix
http://cve.report/software/immunix/immunix
http://cve.report/vendor/immunix
http://cve.report/software/immunix/immunix
http://cve.report/vendor/immunix
http://cve.report/software/immunix/immunix
http://cve.report/vendor/immunix
http://cve.report/software/immunix/immunix
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux

Linux modprobe Arbitrary Command Execution Vulnerability BID
Home - Conectiva CONE
IBM X-Force Exchange XF

Neohapsis Archives - SUSE Security Discussion - [suse-security] SUSE Security Announcement: modules - From krahmer@suse.de ~ SUSE

Neohapsis Archives - Bugtraq - RedHat 7.0 (and SuSE): modutils + netkit = root compromise. (fwd) - From Icamtuf@TPI.PL BUGT
redhat.com | Red Hat Support REDH
Debian -- Security Information -- modutils DEBIA
MDKSA-2000:071 MANLC
CVE Program record CVE.C
NVD vulnerability detail NVD

« | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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