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Summary

CVE CVE-2000-1134

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-01-09 05:00:00 UTC

Updated 2017-10-19 01:29:00 UTC

Description Multiple shell programs on various Unix systems, including (1) tcsh, (2) csh, (3) sh, and (4) bash, follow symlinks when processing << redirects (aka here-documents or in-here documents), which allows local users to overwrite files of other users via a symlink attack.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Caldera Openlinux All All All All

Operating System Caldera Openlinux All All All All

Operating System Caldera Openlinux Edesktop 2.4 All All All

Operating System Caldera Openlinux Edesktop 2.4 All All All

Operating System Caldera Openlinux Eserver 2.3 All All All

Operating System Caldera Openlinux Eserver 2.3 All All All

Operating System Conectiva Linux 4.0 All All All

Operating System Conectiva Linux 4.0es All All All

Operating System Conectiva Linux 4.1 All All All

Operating System Conectiva Linux 4.2 All All All

Operating System Conectiva Linux 5.0 All All All

Operating System Conectiva Linux 5.1 All All All

Operating System Conectiva Linux 4.0 All All All

Operating System Conectiva Linux 4.0es All All All

Operating System Conectiva Linux 4.1 All All All

Operating System Conectiva Linux 4.2 All All All

Operating System Conectiva Linux 5.0 All All All
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Operating System Conectiva Linux 5.0 All All All

Operating System Conectiva Linux 5.1 All All All

Operating System Hp Hp-ux 11.11 All All All

Operating System Hp Hp-ux 11.11 All All All

Application Immunix Immunix 6.2 All All All

Application Immunix Immunix 6.2 All All All

Operating System Mandrakesoft Mandrake Linux 6.0 All All All

Operating System Mandrakesoft Mandrake Linux 6.1 All All All

Operating System Mandrakesoft Mandrake Linux 7.0 All All All

Operating System Mandrakesoft Mandrake Linux 7.1 All All All

Operating System Mandrakesoft Mandrake Linux 7.2 All All All

Operating System Mandrakesoft Mandrake Linux 6.0 All All All

Operating System Mandrakesoft Mandrake Linux 6.1 All All All

Operating System Mandrakesoft Mandrake Linux 7.0 All All All

Operating System Mandrakesoft Mandrake Linux 7.1 All All All

Operating System Mandrakesoft Mandrake Linux 7.2 All All All

Operating System Redhat Linux 5.2 All All All

Operating System Redhat Linux 6.0 All All All

Operating System Redhat Linux 6.1 All All All

Operating System Redhat Linux 6.2 All All All

Operating System Redhat Linux 6.2e All All All

Operating System Redhat Linux 5.2 All All All

Operating System Redhat Linux 6.0 All All All

Operating System Redhat Linux 6.1 All All All

Operating System Redhat Linux 6.2 All All All

Operating System Redhat Linux 6.2e All All All

Operating System Suse Suse Linux 7.0 All All All

Operating System Suse Suse Linux 7.0 All All All
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20001028 tcsh: unsafe tempfile in << redirects
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Repository / Oval Repository

FreeBSD-SA-00:76

Unix Shell Redirection Race Condition Vulnerability

20011103-02-P

Sorry, the content you are trying to view does not exist. If you feel this message is in error, please email the webmaster.

Neohapsis Archives - Compaq Tru64 - [security advisory] Tru64 UNIX Potential Security Vulnerability (SSRT1-41U, SSRT0742U, SSRT0759U) - From Rich.Boren@COMPAQ.com

redhat.com | Red Hat Support

Debian GNU/Linux -- Security Information -- tcsh

Home - Conectiva

'[ADV/EXP]: RH6.x root from bash /tmp vuln + MORE' - MARC

MDKSA-2000-069

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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