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Summary

CVE CVE-2000-1169

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-01-09 05:00:00 UTC

Updated 2017-10-10 01:29:00 UTC

Description OpenSSH SSH client before 2.3.0 does not properly disable X11 or agent forwarding, which could allow a malicious SSH server to gain access to the X11 display and sniff X11 events, or gain access to the ssh-agent.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openbsd Openssh 2.2 All All All

Application Openbsd Openssh 2.2 All All All

References

Reference Source

redhat.com | Red Hat Support REDHAT

MDKSA-2000:068 MANDRAKE

Object not found! SUSE

2114 OSVDB

OpenSSH Client Unauthorized Remote Forwarding Vulnerability BID

Neohapsis Archives - Bugtraq - Trustix Security Advisory - bind and openssh (and modutils) - From tsl@TRUSTIX.COM BUGTRAQ

Debian GNU/Linux -- Security Information -- openssh DEBIAN

Neohapsis Archives - Bugtraq - OpenSSH Security Advisory (adv.fwd) - From markus.friedl@INFORMATIK.UNI-ERLANGEN.DE BUGTRAQ

Home - Conectiva CONECTIVA

6248 OSVDB

IBM X-Force Exchange XF
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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