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CVE CVE-2000-1205
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2000-02-01 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Cross site scripting vulnerabilities in Apache 1.3.0 through 1.3.11 allow remote attackers to execute script as other web site

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 1.3.0 All All All


https://cve.report/
https://cve.report/CVE-2000-1205/mitre
https://cve.report/CVE-2000-1205/nist
https://cve.report/CVE-2000-1205/cve_org
https://cve.report/api/cve/CVE-2000-1205.json
https://cve.report/CVE-2000-1205.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server

Application Apache Http Server 1.3.1 All All All
Application Apache Hitp Server 1.3.10 All All All
Application Apache Http Server 1.3.11 All All All
Application Apache Hitp Server 1.3.2 All All All
Application Apache Http Server 1.3.3 All All All
Application Apache Http Server 1.3.4 All All All
Application Apache Http Server 1.3.5 All All All
Application Apache Http Server 1.3.6 All All All
Application Apache Http Server 1.3.7 All All All
Application Apache Http Server 1.3.8 All All All
Application Apache Http Server 1.3.9 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link

Pony Mail! af854a3a-2127-422b-91ae-364da2661108 lists.apache.org

Pony Mail! af854a3a-2127-422b-91ae-364da2661108 lists.apache.org

Cross Site Scripting Info: Apache Specific af854a3a-2127-422b-91ae-364da2661108 httpd.apache.org

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange.xforce.ibmcloud.cc
Re: 'printenv' XSS vulnerability af854a3a-2127-422b-91ae-364da2661108  archive.cert.uni-stuttgart.de
Pony Mail! af854a3a-2127-422b-91ae-364da2661108 lists.apache.org

Pony Mail! af854a3a-2127-422b-91ae-364da2661108 lists.apache.org
NEOHAPSIS - Peace of Mind Through Integrity and Insight af854a3a-2127-422b-91ae-364da2661108 archives.neohapsis.com
IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange.xforce.ibmcloud.cc

‘printenv.pl(all versions) cross site scripting Vulnerability' - MARC  af854a3a-2127-422b-91ae-364da2661108 marc.info

Pony Mail! af854a3a-2127-422b-91ae-364da2661108 lists.apache.org
Pony Mail! MITRE lists.apache.org
Pony Mail! MITRE lists.apache.org
Pony Mail! MITRE lists.apache.org
Pony Mail! MITRE lists.apache.org
Pony Mail! MITRE lists.apache.org
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov
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http://cve.report/vendor/apache
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http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://lists.apache.org/thread.html/r5f9c22f9c28adbd9f00556059edc7b03a5d5bb71d4bb80257c0d34e4%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
http://httpd.apache.org/info/css-security/apache_specific.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/10938
http://archive.cert.uni-stuttgart.de/bugtraq/2002/12/msg00243.html
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5419c9ba0951ef73a655362403d12bb8d10fab38274deb3f005816f5%2540%253Ccvs.httpd.apache.org%253E
http://archives.neohapsis.com/archives/bugtraq/2002-12/0233.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/35597
http://marc.info/?l=bugtraq&m=118529436424127&w=2
https://lists.apache.org/thread.html/rf2f0f3611f937cf6cfb3b4fe4a67f69885855126110e1e3f2fb2728e%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5419c9ba0951ef73a655362403d12bb8d10fab38274deb3f005816f5@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5f9c22f9c28adbd9f00556059edc7b03a5d5bb71d4bb80257c0d34e4@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rf2f0f3611f937cf6cfb3b4fe4a67f69885855126110e1e3f2fb2728e@%253Ccvs.httpd.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2000-1205
https://nvd.nist.gov/vuln/detail/CVE-2000-1205

Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox  Fixed in Apache HTTP Server 1.3.12: http://httpd.apache.org/security/vulnerabilities_13.html

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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