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CVE-2001-0013

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2001-02-12 05:00:00 UTC

2008-09-10 19:07:00 UTC

Format string vulnerability in nslookupComplain function in BIND 4 allows remote attackers to gain root privileges.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Isc Bind 493 All All All
Isc Bind 495 All All All
Isc Bind 495 p1 All All
Isc Bind 4.9.6 All All All
Isc Bind 4.9.7 All All All
Isc Bind 4.9.3 All All All
Isc Bind 495 All All All
Isc Bind 495 p1 All All
Isc Bind 4.9.6 All All All
Isc Bind 4.9.7 All All All

L

Reference Source Link Tags

redhat.com | Red Hat Support REDHAT  www.redhat.com

ISC Bind 4 nslookupComplain() Format String Vulnerability BID www.securityfocus.com

CERT Advisory CA-2001-02 Multiple Vulnerabilities in BIND CERT www.cert.org Patch, Third Party Advisory, US Go'
McAfee | Antivirus, VPN, Cloud, Endpoint, & Enterprise Security NAI www.nai.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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