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Certain versions of Linux from Conectiva contain the following
vulnerability:

Memory leak in ProFTPd 1.2.0rc2 allows remote attackers to cause a
denial of service via a series of USER commands, and possibly SIZE
commands if the server has been improperly installed.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

IBM X-Force Exchange Third Party Advisory

VDB Entry

exchange.xforce.ibmcloud.com

text/html

 XF proftpd-size-memory-
leak(5801)

Debian GNU/Linux -- Security Information -- DSA-029-2 proftpd Third Party Advisory

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-029

Neohapsis Archives - Bugtraq - Trustix Security Advisory - proftpd,
kernel - From tsl@TRUSTIX.COM

Broken Link

web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20010213 Trustix
Security Advisory - proftpd, kernel

Neohapsis Archives - Bugtraq - Re: Memory leakage in ProFTPd
leads to remote DoS (SIZE FTP); (Exploit Code) - From

Broken Link

web.archive.org

 BUGTRAQ 20010110 Re:
Memory leakage in ProFTPd leads
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https://cve.report/CVE-2001-136.pdf
http://cve.report/software/conectiva/linux
http://cve.report/vendor/conectiva
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/5801
http://www.debian.org/security/2001/dsa-029
https://web.archive.org/web/2001/http://archives.neohapsis.com/archives/bugtraq/2001-02/0267.html


leads to remote DoS (SIZE FTP); (Exploit Code) - From
wp@ELZABSOFT.PL

web.archive.org

text/html

Inactive Link Not Archived

Memory leakage in ProFTPd leads
to remote DoS (SIZE FTP); (Exploit
Code)

Home - Conectiva Broken Link

distro.conectiva.com.br

text/html

 CONECTIVA CLA-2001:380

MandrakeSoft Update Advisory MDKSA-2001:021 : proftpd Broken Link

web.archive.org

text/html

Inactive Link Not Archived

 MANDRAKE MDKSA-2001:021

No Description Provided Exploit

Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20010109 Memory
leakage in ProFTPd leads to remote
DoS (SIZE FTP); (Exploit Code)

SecurityFocus Exploit

Third Party Advisory

VDB Entry

www.securityfocus.com

text/html

 BUGTRAQ 20001220 ProFTPD
1.2.0 Memory leakage - denial of
service

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Conectiva Linux All All All All

Operating
System

Conectiva Linux All All All All

Operating
System

Debian Debian Linux 2.2 All All All

Operating
System

Debian Debian Linux 2.2 All All All

Operating
System

Mandrakesoft Mandrake Linux 7.2 All All All

Operating
System

Mandrakesoft Mandrake Linux 7.2 All All All

Application Proftpd Proftpd 1.2.0 rc2 All All

Application Proftpd Proftpd 1.2.0 rc2 All All

cpe:2.3:o:conectiva:linux:*:*:*:*:*:*:*:*:

cpe:2.3:o:conectiva:linux:*:*:*:*:*:*:*:*:

cpe:2.3:o:debian:debian_linux:2.2:*:*:*:*:*:*:*:

https://web.archive.org/web/2001/http://archives.neohapsis.com/archives/bugtraq/2001-01/0132.html
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000380
https://web.archive.org/web/2001/http://www.linux-mandrake.com/en/security/2001/MDKSA-2001-021.php3
https://web.archive.org/web/2001/http://archives.neohapsis.com/archives/bugtraq/2001-01/0122.html
http://www.securityfocus.com/archive/1/152206
mailto:%20comment@cve.report
http://cve.report/vendor/conectiva
http://cve.report/software/conectiva/linux
http://cve.report/vendor/conectiva
http://cve.report/software/conectiva/linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd


← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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