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CVE CVE-2001-0169
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-03-26 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC

Description When using the LD_PRELOAD environmental variable in SUID or SGID applications, glibc does not verify that preloaded lit

/ |

Risk And Classification

Primary CVSS: v2.0 2.1 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:P/A:N

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:L/AC:L/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Mandrakesoft Mandrake Linux 6.0 All All All
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http://cve.report/software/mandrakesoft/mandrake_linux

Operating System Mandrakesoft Mandrake Linux 6.1 All All All
Operating System Mandrakesoft Mandrake Linux 7.0 All All All
Operating System Mandrakesoft Mandrake Linux 71 All All All
Operating System Mandrakesoft Mandrake Linux 7.2 All All All
Operating System Mandrakesoft Mandrake Linux Corporate Server 1.0.1 All All All
Operating System Redhat Linux 6.0 All alpha All
Operating System Redhat Linux 6.0 All i386 All
Operating System Redhat Linux 6.0 All sparc All
Operating System Redhat Linux 6.1 All alpha All
Operating System Redhat Linux 6.1 All i386 All
Operating System Redhat Linux 6.1 All sparc All
Operating System Redhat Linux 6.2 All alpha All
Operating System Redhat Linux 6.2 All i386 All
Operating System Redhat Linux 6.2 All sparc All
Operating System Trustix Secure Linux 1.1 All All All
Operating System Trustix Secure Linux 1.2 All All All
Operating System Turbolinux Turbolinux 6.1 All All All
Operating System Turbolinux Turbolinux All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
Debian GNU/Linux -- Security Information -- DSA-039-1 glibc af854a3a-2127
glibc LD_PRELOAD File Overwriting Vulnerability af854a3a-2127

Neohapsis Archives - TurboLinux - [TL-Security-Announce] glibc-2.1.3-27 TLSA2000021-2 - From security@turbolinux.com  af854a3a-2127

Xinuos Inc. | Support | Security | Advisories | Document Not Found af854a3a-2127
MandrakeSoft Update Advisory MDKSA-2001:012 : glibc af854a3a-2127
SecurityFocus af854a3a-2127
redhat.com | Red Hat Support af854a3a-2127
IBM X-Force Exchange af854a3a-2127
404 Page Not Found | SUSE af854a3a-2127
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
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http://cve.report/vendor/trustix
http://cve.report/software/trustix/secure_linux
http://cve.report/vendor/trustix
http://cve.report/software/trustix/secure_linux
http://cve.report/vendor/turbolinux
http://cve.report/software/turbolinux/turbolinux
http://cve.report/vendor/turbolinux
http://cve.report/software/turbolinux/turbolinux
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.debian.org/security/2001/dsa-039
http://www.securityfocus.com/bid/2223
http://archives.neohapsis.com/archives/linux/turbolinux/2001-q1/0004.html
http://www.calderasystems.com/support/security/advisories/CSSA-2001-007.0.txt
http://www.linux-mandrake.com/en/security/2001/MDKSA-2001-012.php3?dis=7.2
http://www.securityfocus.com/archive/1/157650
http://www.redhat.com/support/errata/RHSA-2001-002.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/5971
http://www.novell.com/linux/security/advisories/2001_001_glibc_txt.html
https://www.cve.org/CVERecord?id=CVE-2001-0169
https://nvd.nist.gov/vuln/detail/CVE-2001-0169

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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