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CVE CVE-2001-0247
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-06-18 04:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Buffer overflows in BSD-based FTP servers allows remote attackers to execute arbitrary commands via a long pattern strin

/ |

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-Other | n/a
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd 2.2 All All All
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Operating System Openbsd Openbsd 2.8 All All All
Operating System Sgqi Irix 6.1 All All All
Operating System Sgqi Irix 6.5.1 All All All
Operating System Sqi Irix 6.5.10 All All All
Operating System Sgqi Irix 6.5.11 All All All
Operating System Sgqi Irix 6.5.2m All All All
Operating System Sgqi Irix 6.5.3 All All All
Operating System Sgqi Irix 6.5.3f All All All
Operating System Sgqi Irix 6.5.3m All All All
Operating System Sgqi Irix 6.5.4 All All All
Operating System Sgqi Irix 6.5.5 All All All
Operating System Sgi Irix 6.5.6 All All All
Operating System Sgqi Irix 6.5.7 All All All
Operating System Sgi Irix 6.5.8 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Neohapsis Archives - FreeBSD Security - FreeBSD Security Advisory FreeBSD-SA-01:33.ftpd-glob [REVISED] - From security-advisories@Fi
IBM X-Force Exchange

Network Associates - Research - COVERT

Multiple Vendor BSD ftpd glob() Buffer Overflow Vulnerabilities
ftp.NetBSD.ORG/pub/NetBSD/misc/security/advisories/NetBSD-SA2000-018.txt.asc

CERT Advisory CA-2001-07 File Globbing Vulnerabilities in Various FTP Servers
patches.sgi.com/support/free/security/advisories/20010802-01-P

CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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