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orderdspc.d2w macro in IBM Net.Commerce 3.x allows remote attackers to execute arbitrary SQL queries by inserting then
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Problem Types: NVD-CWE-Other
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Application Ibm Net.commerce 3.1.2 All start All
Application Ibm Net.commerce 3.2 All pro All
Application Ibm Net.commerce 3.2 All start All
Application Ibm Net.commerce Hosting Server 3.1.1 All All All
Application Ibm Net.commerce Hosting Server 3.1.2 All All All
Application Ibm Net.commerce Hosting Server 3.2 All All All
Application Ibm Net.commerce Hosting Server 3.1.1 All All All
Application Ibm Net.commerce Hosting Server 3.1.2 All All All
Application Ibm Net.commerce Hosting Server 3.2 All All All
Application Ibm Websphere Commerce Suite 3.1.2 All service_provider All
Application Ibm Websphere Commerce Suite 3.2 All service_provider All
Application Ibm Websphere Commerce Suite 4.1 All marketplace All
Application Ibm Websphere Commerce Suite 4.1 All pro All
Application Ibm Websphere Commerce Suite 41 All start All
Application Ibm Websphere Commerce Suite 411 All pro All
Application Ibm Websphere Commerce Suite 411 All start All
Application Ibm Websphere Commerce Suite 3.1.2 All service_provider All
Application Ibm Websphere Commerce Suite 3.2 All service_provider All
Application Ibm Websphere Commerce Suite 41 All marketplace All
Application Ibm Websphere Commerce Suite 41 All pro All
Application Ibm Websphere Commerce Suite 41 All start All
Application lbm Websphere Commerce Suite 411 All pro All
Application Ibm Websphere Commerce Suite 411 All start All
Reference Source Link

IBM Software : WebSphere Commerce Suite Version 5.1 CONFIRM  www-4.ibm.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.co

Neohapsis Archives - Bugtraq - IBM NetCommerce Security - From rudicarell@HOTMAIL.COM BUGTRAQ archives.neohapsis.com

IBM Net.Commerce Remote Arbitrary Command Execution Vulnerability BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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