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Summary

CVE CVE-2001-0333

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-06-27 04:00:00 UTC

Updated 2018-10-12 21:30:00 UTC

Description Directory traversal vulnerability in IIS 5.0 and earlier allows remote attackers to execute arbitrary commands by encoding .. (dot dot) and "\" characters twice.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Internet Information Server 4.0 All All All

Application Microsoft Internet Information Server 4.0 All All All

Application Microsoft Internet Information Server All All All All

References

Reference Source Link Tags

20010515 NSFOCUS SA2001-02 : Microsoft IIS CGI Filename Decode Error Vulnerability BUGTRAQ marc.info

CERT Advisory CA-2001-12 Superfluous Decoding Vulnerability in IIS CERT www.cert.org US Government Resource

Repository / Oval Repository OVAL oval.cisecurity.org

Microsoft Security Bulletin MS01-026 - Critical | Microsoft Docs MS docs.microsoft.com

Repository / Oval Repository OVAL oval.cisecurity.org

Repository / Oval Repository OVAL oval.cisecurity.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

504 Gateway Time-out BID www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2001-0333/mitre
https://cve.report/CVE-2001-0333/nist
https://cve.report/CVE-2001-0333/cve_org
https://cve.report/api/cve/CVE-2001-0333.json
https://cve.report/CVE-2001-0333.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_information_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_information_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_information_server
http://marc.info/?l=bugtraq&m=98992056521300&w=2
http://www.cert.org/advisories/CA-2001-12.html
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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