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Summary

CVE CVE-2001-0406

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-07-02 04:00:00 UTC

Updated 2008-09-05 20:24:00 UTC

Description Samba before 2.2.0 allows local attackers to overwrite arbitrary files via a symlink attack using (1) a printer queue query, (2) the more command in smbclient, or (3) the mput command in smbclient.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Samba Samba All All All All

References

Reference

404 | Caldera

Home - Conectiva

Neohapsis Archives - FreeBSD Security - FreeBSD Security Advisory FreeBSD-SA-01:36.samba - From security-advisories@FreeBSD.org

Neohapsis Archives - Bugtraq - Samba 2.0.8 security fix - From tridge@SAMBA.ORG

Debian GNU/Linux -- Security Information -- DSA-048-3 samba

Neohapsis Archives - Bugtraq - TSLSA-#2001-0005 - samba - From tsl@TRUSTIX.COM

Samba Insecure TMP file Symbolic Link Vulnerability

CERT/CC Vulnerability Note VU#670568

MandrakeSoft Security Advisory MDKSA-2001:040 : samba

Neohapsis Archives - Bugtraq - PROGENY-SA-2001-05: Samba /tmp vulnerabilities - From security@PROGENY.COM

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2001-0406/mitre
https://cve.report/CVE-2001-0406/nist
https://cve.report/CVE-2001-0406/cve_org
https://cve.report/api/cve/CVE-2001-0406.json
https://cve.report/CVE-2001-0406.pdf
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://www.caldera.com/support/security/advisories/CSSA-2001-015.0.txt
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000395
http://archives.neohapsis.com/archives/freebsd/2001-04/0608.html
http://archives.neohapsis.com/archives/bugtraq/2001-04/0305.html
http://www.debian.org/security/2001/dsa-048
http://archives.neohapsis.com/archives/bugtraq/2001-04/0319.html
http://www.securityfocus.com/bid/2617
http://www.kb.cert.org/vuls/id/670568
http://www.linux-mandrake.com/en/security/2001/MDKSA-2001-040.php3
http://archives.neohapsis.com/archives/bugtraq/2001-04/0326.html
https://www.cve.org/CVERecord?id=CVE-2001-0406
https://nvd.nist.gov/vuln/detail/CVE-2001-0406


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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