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CVE CVE-2001-0537
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-07-21 04:00:00 UTC
Updated 2023-11-07 01:55:00 UTC
Description HTTP server for Cisco 10S 11.3 to 12.2 allows attackers to bypass authentication and execute arbitrary commands, when I

/ |

1|

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco los 11.3 All All All
Operating System Cisco los 11.3aa All All All
Operating System Cisco los 11.3da All All All
Operating System Cisco los 11.3db All All All
Operating System Cisco los 11.3ha All All All
Operating System Cisco los 11.3ma All All All
Operating System Cisco los 11.3na All All All
Operating System Cisco los 11.3t All All All
Operating System Cisco los 11.3xa All All All
Operating System Cisco los 12.0 All All All
Operating System Cisco los 12.0(10)w5(18g) All All All
Operating System Cisco los 12.0(14)w5(20) All All All
Operating System Cisco los 12.0(5)xk All All All
Operating System Cisco los 12.0(7)xk All All All
Operating System Cisco los 12.0da All All All
Operating System Cisco los 12.0db All All All
Operating System Cisco los 12.0dc All All All
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Operating System Cisco los 12.1xi All All All
Operating System Cisco los 12.1xj All All All
Operating System Cisco los 12.1xk All All All
Operating System Cisco los 12.1xl All All All
Operating System Cisco los 12.1xm All All All
Operating System Cisco los 12.1xp All All All
Operating System Cisco los 12.1xq All All All
Operating System Cisco los 12.1xr All All All
Operating System Cisco los 12.1xs All All All
Operating System Cisco los 12.1xt All All All
Operating System Cisco los 12.1xu All All All
Operating System Cisco los 12.1xv All All All
Operating System Cisco los 12.1xw All All All
Operating System Cisco los 12.1xx All All All
Operating System Cisco los 12.1xy All All All
Operating System Cisco los 12.1xz All All All
Operating System Cisco los 12.1ya All All All
Operating System Cisco los 12.1yb All All All
Operating System Cisco los 12.1yc All All All
Operating System Cisco los 12.1yd All All All
Operating System Cisco los 12.1yf All All All
Operating System Cisco los 12.2 All All All
Operating System Cisco los 12.2t All All All
Operating System Cisco los 12.2xa All All All
Operating System Cisco los 12.2xd All All All
Operating System Cisco los 12.2xe All All All
Operating System Cisco los 12.2xh All All All
Operating System Cisco los 12.2xq All All All
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SecurityFocus BUGTRAQ www.securityfocus.com
SecurityFocus www.securityfocus.com
CERT Advisory CA-2001-14 Cisco I0S HTTP Server Authentication Vulnerability = CERT www.cert.org Exploit, Pe
SecurityFocus www.securityfocus.com
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Cisco I0S HTTP Configuration Arbitrary Administrative Access Vulnerability BID www.securityfocus.com Exploit, Pe

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus www.securityfocus.com

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO WWW.CiSCO.com Exploit, Pe
SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
SecurityFocus www.securityfocus.com

L-106 CIAC www.ciac.org

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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