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Summary

CVE CVE-2001-0622

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-08-14 04:00:00 UTC

Updated 2017-10-10 01:29:00 UTC

Description The web management service on Cisco Content Service series 11000 switches (CSS) before WebNS 4.01B29s or WebNS 4.10B17s allows a remote attacker to gain additional privileges by directly requesting the web management URL instead of navigating through the interface.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Content Services Switch 11000 All All All All

Hardware Cisco Content Services Switch 11000 All All All All

References

Reference Source Link

Cisco - Cisco Security Advisory: Cisco Content Service Switch 11000 Series Web Management Vulnerability CISCO www.cisco.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Cisco Content Service Switch Management Authentication Bypass Vulnerability BID www.securityfocus.com

404 Not Found OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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