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Summary

CVE CVE-2001-0653

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-09-20 04:00:00 UTC

Updated 2018-05-03 01:29:00 UTC

Description Sendmail 8.10.0 through 8.11.5, and 8.12.0 beta, allows local users to modify process memory and possibly gain privileges via a large value in the 'category' part of debugger (-d) command line arguments, which is interpreted as a negative number.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sendmail Sendmail 8.11.0 All All All

Application Sendmail Sendmail 8.11.1 All All All

Application Sendmail Sendmail 8.11.2 All All All

Application Sendmail Sendmail 8.11.3 All All All

Application Sendmail Sendmail 8.11.4 All All All

Application Sendmail Sendmail 8.11.5 All All All

Application Sendmail Sendmail 8.12 beta10 All All

Application Sendmail Sendmail 8.12 beta12 All All

Application Sendmail Sendmail 8.12 beta16 All All

Application Sendmail Sendmail 8.12 beta5 All All

Application Sendmail Sendmail 8.12 beta7 All All

Application Sendmail Sendmail 8.11.0 All All All

Application Sendmail Sendmail 8.11.1 All All All

Application Sendmail Sendmail 8.11.2 All All All

Application Sendmail Sendmail 8.11.3 All All All

Application Sendmail Sendmail 8.11.4 All All All

Application Sendmail Sendmail 8.11.5 All All All
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Application Sendmail Sendmail 8.11.5 All All All

Application Sendmail Sendmail 8.12 beta10 All All

Application Sendmail Sendmail 8.12 beta12 All All

Application Sendmail Sendmail 8.12 beta16 All All

Application Sendmail Sendmail 8.12 beta5 All All

Application Sendmail Sendmail 8.12 beta7 All All

References

Reference Source Link Tags

IMNX-2001-70-032-01 IMMUNIX download.immunix.org

MandrakeSoft Security Advisory MDKSA-2001:075 : Sendmail MANDRAKE www.linux-mandrake.com

Sendmail Debugger Arbitrary Code Execution Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

Xinuos Inc. | Support | Security | Advisories | Document Not Found CALDERA www.calderasystems.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

404 Page Not Found | SUSE SUSE www.novell.com

Sendmail Debugger Arbitrary Code Execution Vulnerability CIAC www.ciac.org

Home - Conectiva CONECTIVA distro.conectiva.com.br

Sendmail - 8.11.6 CONFIRM www.sendmail.org

NetBSD-SA2001-017 NETBSD ftp.netbsd.org

'*ALERT* UPDATED BID 3163 (URGENCY 6.58): Sendmail Debugger Arbitrary' - MARC BUGTRAQ marc.info

HPSBTL0112-007 HP www1.itrc.hp.com

redhat.com | Red Hat Support REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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