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Certain versions of Ie from Microsoft contain the following vulnerability:

Internet Explorer 6 and earlier, when used with the Telnet client in
Services for Unix (SFU) 2.0, allows remote attackers to execute
commands by spawning Telnet with a log file option on the command
line and writing arbitrary code into an executable file which is later
executed, aka a new variant of the Telnet Invocation vulnerability as
described in CVE-2001-0150.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

CERT/CC Vulnerability Note VU#952611 US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#952611

M-024: Microsoft Internet Explorer calls telnet.exe with unsafe
command-line arguments

web.archive.org

text/html

Inactive Link Not Archived

 CIAC M-024

Microsoft Security Bulletin MS01-051 - Critical | Microsoft Docs docs.microsoft.com

text/html

 MS MS01-051

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF ie-telnet-command-
execution-variant(7260)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

CVE-2001-0667 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2001-0667/mitre
https://cve.report/CVE-2001-0667/nist
https://cve.report/CVE-2001-0667/cve_org
https://cve.report/CVE-2001-667.pdf
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.kb.cert.org/vuls/id/952611
https://web.archive.org/web/2001/http://www.ciac.org/ciac/bulletins/m-024.shtml
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2001/ms01-051
https://exchange.xforce.ibmcloud.com/vulnerabilities/7260
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie All windows_server_2003_sp1 All All

No vendor comments have been submitted for this CVE
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