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Summary

CVE CVE-2001-0670

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-10-03 04:00:00 UTC

Updated 2017-10-10 01:29:00 UTC

Description Buffer overflow in BSD line printer daemon (in.lpd or lpd) in various BSD-based operating systems allows remote attackers to execute arbitrary code via an incomplete print job followed by a request to display the printer queue.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Bsd Bsd All All All All

Operating System Freebsd Freebsd All All All All

Operating System Netbsd Netbsd All All All All

Operating System Openbsd Openbsd All All All All

Operating System Openbsd Openbsd All All All All

References

Reference Source Link Tags

20010829 Remote Buffer Overflow Vulnerability in BSD Line Printer Daemon ISS xforce.iss.net Patch, Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CERT/CC Vulnerability Note VU#274043 CERT-VN www.kb.cert.org US Government Resource

OpenBSD 2.8 errata OPENBSD www.openbsd.com Patch

Multiple BSD Vendor lpd Buffer Overflow Vulnerability BID www.securityfocus.com

CERT Advisory CA-2001-30 Multiple Vulnerabilities in lpd CERT www.cert.org US Government Resource

CSSA-2001-SCO.20 CALDERA stage.caldera.com Patch

redhat.com | Red Hat Support REDHAT www.redhat.com

NetBSD-SA2001-018 NETBSD ftp.netbsd.org
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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