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Summary

CVE CVE-2001-0748

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-10-18 04:00:00 UTC

Updated 2017-07-11 15:15:00 UTC

Description Acme.Serve 1.7, as used in Cisco Secure ACS Unix and possibly other products, allows remote attackers to read arbitrary files by prepending several / (slash) characters to the URI.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Acme Labs Acme Server 1.7 All All All

Application Acme Labs Acme Server 1.7 All All All

References

Reference Source Link Tags

SecurityFocus HOME Mailing List: BugTraq BUGTRAQ www.securityfocus.com Third Party Advisory, VDB Entry

Acme.Serve v1.7 Arbitrary File Access Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

ISS X-Force Database: XF www.iss.net Broken Link

404 Not Found OSVDB www.osvdb.org Broken Link

Cisco - Security Advisory: Cisco Secure ACS Unix Acme.server Information Disclosure Vulnerability CISCO www.cisco.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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