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Summary

CVE CVE-2001-0803

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-12-06 05:00:00 UTC

Updated 2017-10-10 01:29:00 UTC

Description Buffer overflow in the client connection routine of libDtSvc.so.1 in CDE Subprocess Control Service (dtspcd) allows remote attackers to execute arbitrary commands.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Open Group Cde Common Desktop Environment 1.0.1 All All All

Application Open Group Cde Common Desktop Environment 1.0.2 All All All

Application Open Group Cde Common Desktop Environment 1.1 All All All

Application Open Group Cde Common Desktop Environment 1.2 All All All

Application Open Group Cde Common Desktop Environment 2.0 All All All

Application Open Group Cde Common Desktop Environment 2.1 All All All

Application Open Group Cde Common Desktop Environment 1.0.1 All All All

Application Open Group Cde Common Desktop Environment 1.0.2 All All All

Application Open Group Cde Common Desktop Environment 1.1 All All All

Application Open Group Cde Common Desktop Environment 1.2 All All All

Application Open Group Cde Common Desktop Environment 2.0 All All All

Application Open Group Cde Common Desktop Environment 2.1 All All All
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IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Multiple Vendor CDE dtspcd Buffer Overflow Vulnerability BID www.securityfocus.com

CERT Advisory CA-2002-01 Exploitation of Vulnerability in CDE Subprocess Control Service CERT www.cert.org

Repository / Oval Repository OVAL oval.cisecurity.org

CERT/CC Vulnerability Note VU#172583 CERT-VN www.kb.cert.org

20011112 Multi-Vendor Buffer Overflow Vulnerability in CDE Subprocess Control Service ISS xforce.iss.net

CERT Advisory CA-2001-31 Buffer Overflow in CDE Subprocess Control Service CERT www.cert.org

Sun Security Bulletins Article 214 SUN sunsolve.sun.com

CSSA-2001-SCO.30 CALDERA stage.caldera.com

SecurityFocus HP www.securityfocus.com

20011107-01-P SGI patches.sgi.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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