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Summary

CVE CVE-2001-0869

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-12-21 05:00:00 UTC

Updated 2018-05-03 01:29:00 UTC

Description Format string vulnerability in the default logging callback function _sasl_syslog in common.c in Cyrus SASL library (cyrus-sasl) may allow remote attackers to execute arbitrary commands.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Caldera Openlinux Eserver 3.1 All All All

Operating System Caldera Openlinux Eserver 3.1 All All All

Application Caldera Openlinux Workstation 3.1 All All All

Application Caldera Openlinux Workstation 3.1 All All All

Operating System Redhat Linux 7.0 All All All

Operating System Redhat Linux 7.2 All All All

Operating System Redhat Linux 7.0 All All All

Operating System Redhat Linux 7.2 All All All

Application Redhat Linux Powertools 6.2 All All All

Application Redhat Linux Powertools 6.2 All All All

Operating System Suse Suse Linux 7.0 All All All

Operating System Suse Suse Linux 7.1 All All All

Operating System Suse Suse Linux 7.2 All All All

Operating System Suse Suse Linux 7.3 All All All

Operating System Suse Suse Linux 7.0 All All All

Operating System Suse Suse Linux 7.1 All All All

Operating System Suse Suse Linux 7.2 All All All
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Operating System Suse Suse Linux 7.2 All All All

Operating System Suse Suse Linux 7.3 All All All

References

Reference Source Link Tags

SuSE Security Announcement: cyrus-sasl (SuSE-SA:2001:042) SUSE lwn.net Patch, Vendor Advisory

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

Cyrus-SASL Syslog Format String Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Home - Conectiva CONECTIVA distro.conectiva.com.br

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

404 | Caldera CALDERA www.caldera.com

FreeBSD-SA-02:15 FREEBSD ftp.FreeBSD.org

frontal2.mandriva.com MANDRAKE frontal2.mandriva.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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