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CVE CVE-2001-0876
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-12-20 05:00:00 UTC
Updated 2018-10-12 21:30:00 UTC
Description Buffer overflow in Universal Plug and Play (UPnP) on Windows 98, 98SE, ME, and XP allows remote attackers to execute «
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows 98 All gold All All

Operating System Microsoft Windows 98 All gold All All

Operating System Microsoft Windows 98se All All All All

Operating System Microsoft Windows 98se All All All All

Operating System Microsoft Windows Me All All All All

Operating System Microsoft Windows Me All All All All

Operating System Microsoft Windows Xp All gold All All

Operating System Microsoft Windows Xp All gold All All

Reference Source Link Taq
CERT/CC Vulnerability Note VU#951555 CERT-VN www.kb.cert.org us
20011220 Multiple Remote Windows XP/ME/98 Vulnerabilities NTBUGTRAQ marc.info

Microsoft UPnP NOTIFY Buffer Overflow Vulnerability BID www.securityfocus.com Pat
M-030 CIAC www.ciac.org

20011220 Multiple Remote Windows XP/ME/98 Vulnerabilities BUGTRAQ marc.info

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
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CERT Advisory CA-2001-37 Buffer Overflow in UPnP Service On Microsoft Windows = CERT www.cert.org Pai

Microsoft Security Bulletin MS01-059 - Critical | Microsoft Docs MS docs.microsoft.com
CVE Program record CVE.ORG WWWw.cve.org car
NVD vulnerability detail NVD nvd.nist.gov car
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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