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Summary

CVE CVE-2001-0894

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-11-11 05:00:00 UTC

Updated 2017-10-10 01:29:00 UTC

Description Vulnerability in Postfix SMTP server before 20010228-pl07, when configured to email the postmaster when SMTP errors cause the session to terminate, allows remote attackers to cause a denial of service (memory exhaustion) by generating a large number of SMTP errors, which forces the SMTP session log to grow too large.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wietse Venema Postfix 1999-09-06 All All All

Application Wietse Venema Postfix 1999-12-31 All All All

Application Wietse Venema Postfix 2000-02-28 All All All

Application Wietse Venema Postfix 1999-09-06 All All All

Application Wietse Venema Postfix 1999-12-31 All All All

Application Wietse Venema Postfix 2000-02-28 All All All

References

Reference Source Link Tags

Support REDHAT www.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Debian -- Security Information -- DSA-093-1 postfix DEBIAN www.debian.org Patch

Postfix SMTP Log Denial Of Service Vulnerability BID www.securityfocus.com Patch, Vendor Advisory

frontal2.mandriva.com MANDRAKE frontal2.mandriva.com

Home - Conectiva CONECTIVA distro.conectiva.com.br

'Postfix session log memory exhaustion bugfix' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org canonical
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http://www.securityfocus.com/bid/3544
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http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000439
http://marc.info/?l=bugtraq&m=100584160110303&w=2
https://www.cve.org/CVERecord?id=CVE-2001-0894
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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