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Summary

CVE CVE-2001-0925

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-03-12 05:00:00 UTC

Updated 2023-11-07 01:55:00 UTC

Description The default installation of Apache before 1.3.19 allows remote attackers to list directories instead of the multiview index.html file via an HTTP request for a path that contains many / (slash) characters, which causes the path to be mishandled by (1) mod_negotiation, (2) mod_dir, or (3) mod_autoindex.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server All All All All

Operating System Debian Debian Linux 2.2 All All All

References

Reference Source Link Tags

Pony Mail! MLIST lists.apache.org

MandrakeSoft Update Advisory MDKSA-2001:077 : apache MANDRAKE www.linux-mandrake.com Patch, Vendor Advisory

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

SecurityFocus home mailing list: BugTraq BUGTRAQ www.securityfocus.com Exploit, Vendor Advisory

httpd 1.3 vulnerabilities - The Apache HTTP Server Project CONFIRM www.apacheweek.com

https://cve.report/
https://cve.report/CVE-2001-0925/mitre
https://cve.report/CVE-2001-0925/nist
https://cve.report/CVE-2001-0925/cve_org
https://cve.report/api/cve/CVE-2001-0925.json
https://cve.report/CVE-2001-0925.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
https://lists.apache.org/thread.html/rf2f0f3611f937cf6cfb3b4fe4a67f69885855126110e1e3f2fb2728e@%253Ccvs.httpd.apache.org%253E
http://www.linux-mandrake.com/en/security/2001/MDKSA-2001-077.php3
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5419c9ba0951ef73a655362403d12bb8d10fab38274deb3f005816f5@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5419c9ba0951ef73a655362403d12bb8d10fab38274deb3f005816f5%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
http://www.securityfocus.com/archive/1/193081
http://www.apacheweek.com/features/security-13


SecurityFocus home mailing list: BugTraq BUGTRAQ www.securityfocus.com

LinuxSecurity.com: EnGarde: 'apache' remote command vulnerability ENGARDE www.linuxsecurity.com

Debian GNU/Linux -- Security Information -- DSA-067-1 apache DEBIAN www.debian.org

Mailing Lists BUGTRAQ www.securityfocus.com

Pony Mail! MLIST lists.apache.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Apache Artificially Long Slash Path Directory Listing Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

SecurityFocus home mailing list: BugTraq BUGTRAQ www.securityfocus.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox Fixed in Apache HTTP Server 1.3.19: http://httpd.apache.org/security/vulnerabilities_13.html

There are currently no legacy QID mappings associated with this CVE.
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