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CVE CVE-2001-0940
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-09-21 04:00:00 UTC
Updated 2017-10-10 01:29:00 UTC
Description Buffer overflow in the GUI authentication code of Check Point VPN-1/FireWall-1 Management Server 4.0 and 4.1 allows rer
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Checkpoint Firewall-1 4.0 All All All
Application Checkpoint Firewall-1 4.1 All All All
Application Checkpoint Firewall-1 4.0 All All All
Application Checkpoint Firewall-1 41 All All All

References
Reference Source
Fw: Firewall-1 remote SYSTEM shell buffer overflow BUGTRAQ
Alerts: GUI Buffer Overflow CHECKPOIN
404 Not Found OSVvDB
'Check Point FireWall-1 GUI Log Viewer vulnerability (vuldb 3336)' - MARC BUGTRAQ
'Firewall-1 remote SYSTEM shell buffer overflow' - MARC BUGTRAQ

Neohapsis Archives - Win2k Security Advice - Check Point FireWall-1 GUI Buffer Overflow - From mje@WIN2000MAG.COM  WIN2KSEC

Check Point Firewall-1 GUI Log Viewer Vulnerability BID
IBM X-Force Exchange XF
CVE Program record CVE.ORG
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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