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Summary

CVE CVE-2001-0940

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-09-21 04:00:00 UTC

Updated 2017-10-10 01:29:00 UTC

Description Buffer overflow in the GUI authentication code of Check Point VPN-1/FireWall-1 Management Server 4.0 and 4.1 allows remote attackers to execute arbitrary code via a long user name.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Firewall-1 4.0 All All All

Application Checkpoint Firewall-1 4.1 All All All

Application Checkpoint Firewall-1 4.0 All All All

Application Checkpoint Firewall-1 4.1 All All All

References

Reference Source

Fw: Firewall-1 remote SYSTEM shell buffer overflow BUGTRAQ

Alerts: GUI Buffer Overflow CHECKPOINT

404 Not Found OSVDB

'Check Point FireWall-1 GUI Log Viewer vulnerability (vuldb 3336)' - MARC BUGTRAQ

'Firewall-1 remote SYSTEM shell buffer overflow' - MARC BUGTRAQ

Neohapsis Archives - Win2k Security Advice - Check Point FireWall-1 GUI Buffer Overflow - From mje@WIN2000MAG.COM WIN2KSEC

Check Point Firewall-1 GUI Log Viewer Vulnerability BID

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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https://cve.report/api/cve/CVE-2001-0940.json
https://cve.report/CVE-2001-0940.pdf
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http://cert.uni-stuttgart.de/archive/bugtraq/2001/11/msg00291.html
http://www.checkpoint.com/techsupport/alerts/buffer_overflow.html
http://www.osvdb.org/1951
http://marc.info/?l=bugtraq&m=100094268017271&w=2
http://marc.info/?l=bugtraq&m=100698954308436&w=2
http://archives.neohapsis.com/archives/win2ksecadvice/2001-q3/0151.html
http://www.securityfocus.com/bid/3336
https://exchange.xforce.ibmcloud.com/vulnerabilities/7145
https://www.cve.org/CVERecord?id=CVE-2001-0940
https://nvd.nist.gov/vuln/detail/CVE-2001-0940


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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