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Summary

CVE CVE-2001-0975

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-07-16 04:00:00 UTC

Updated 2017-12-19 02:29:00 UTC

Description Buffer overflow vulnerabilities in Oracle Internet Directory Server (LDAP) 2.1.1.x and 3.0.1 allow remote attackers to execute arbitrary code, as demonstrated by the PROTOS LDAPv3 test suite.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Internet Directory 2.1.1 All All All

Application Oracle Internet Directory 3.0.1 All All All

Application Oracle Internet Directory 2.1.1 All All All

Application Oracle Internet Directory 3.0.1 All All All

References

Reference Source

IBM X-Force Exchange XF

CERT/CC Vulnerability Note VU#869184 CERT-VN

L-116 CIAC

CERT Advisory CA-2001-18 Multiple Vulnerabilities in Several Implementations of the Lightweight Directory Access Protocol (LDAP) CERT

Technical Resources | Oracle CONFIRM

Oracle Internet Directory Buffer Overflow Vulnerabilities BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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