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RSA BSAFE SSL-J 3.0, 3.0.1 and 3.1, as used in Cisco iCND 2.0, caches session |IDs from failed login attempts, which cot
| |

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Cisco lcdn 2.0 All All All
Cisco Icdn 2.0 All All All
Dell Bsafe Ssl-j 3.0 All All All
Dell Bsafe Ssl-j 3.0.1 All All All
Dell Bsafe Ssl-j 3.1 All All All
Rsa Bsafe Ssl-j Sdk 3.0 All All All
Rsa Bsafe Ssl-j Sdk 3.0.1 All All All
Rsa Bsafe Ssl-j Sdk 3.1 All All All
Rsa Bsafe Ssl-j Sdk 3.0 All All All
Rsa Bsafe Ssl-j Sdk 3.0.1 All All All
Rsa Bsafe Ssl-j Sdk 3.1 All All All

References

Reference Source Link Tags
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
L-141 CIAC www.ciac.org Patch, Vendor A

RSA BSAFE SSL-J Authentication Bypass Vulnerability BID www.securityfocus.com Patch, Vendor A
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Cisco - Security Advisory: Vulnerable SSL Implementation in iCDN CISCO WWW.CiSCO.com

RSA Security Bulletin | Security Patch Released for RSA BSAFE SSL-J 3.x CONFIRM  www.rsasecurity.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analy:
N | 0|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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